
CONTRACT SECURITY CLASSIFICATION SPECIFICATION
a. FACILITY CLEARANCE REQUIRED\

  SECRET

 (The requirements of the DoD Industrial Security Manual apply to all security aspects of this effort.)


b.  LEVEL OF SAFEGUARDING REQUIRED

  SECRET

2. THIS SPECIFICATION IS FOR: (X  and complete as applicable)
3.  THIS SPECIFICATION IS: (X and complete as applicable)

  
a.  PRIME CONTRACT NUMBER

 TBD
 
a.  ORIGINAL (Complete date in all cases)
Date (YYMMDD)

 


b.  SUBCONTRACT NUMBER

b.  REVISED (Supersedes all  previous specs)
Revision No.


Date (YYMMDD)



X


c.  SOLICITATION OR OTHER NO.

M67854-03-R-0025
Due Date (YYMMDD)



c.  FINAL (Complete Item 5 in all cases)
Date (YYMMDD)

4.  IS THIS A FOLLOW-ON CONTRACT?         YES         X   NO.  If Yes, complete the following:



5.  IS THIS A FINAL DD FORM 254?               FORMCHECKBOX 
  YES        FORMCHECKBOX 
  NO.  If Yes, complete the following:

In response to the contractor’s request dated                                             , retention of the identified classified material is authorized for the period of                    

6.  CONTRACTOR  (Include Commercial and Government Entity (CAGE) Code)

a.  NAME, ADDRESS, AND ZIP CODE

 
a. CAGE CODE


c.  COGNIZANT SECURITY OFFICE (Name, Address, Zip)

 

7.  SUBCONTRACTOR

a.  NAME, ADDRESS, AND ZIP CODE


b.  CAGE CODE

c.  COGNIZANT SECURITY OFFICE (Name, Address, Zip)



8.  ACTUAL PERFORMANCE

a.  NAME, ADDRESS, AND ZIP CODE


b.  CAGE CODE

c.  COGNIZANT SECURITY OFFICE (Name, Address, Zip)



9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
The Contractor is to provide comprehensive engineering, logistics, acquisition, business and technical analysis service to support the development, production and fielding of the Marine Corps Advanced Amphibious Assault Vehicle (AAAV).  The work will require Contractor access to classified information from the AAAV Program Office.



10. THIS CONTRACT WILL REQUIRE ACCESS TO:
YES
NO
11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:
YES
NO

a.  COMMUNICATIONS SECURITY (COMSEC) INFORMATION
X

a.  HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR’S FACILITY OR A GOVERNMENT ACTIVITY

X

b.  RESTRICTED DATA

X
b.  RECEIVE CLASSIFIED DOCUMENTS ONLY

X

c.  CRITICAL NUCLEAR WEAPON DESIGN INFORMATION

X
c.  RECEIVE AND GENERATE CLASSIFIED MATERIAL
X


d.  FORMERLY RESTRICTED DATA

X
d.  FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE

X

e.  INTELLIGENCE INFORMATION:


e.  PERFORM SERVICES ONLY

X

(1) Sensitive Compartmented Information (SCI)

X
f.  HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES

X

(2)  Non-SCI
X

g.  BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
X


f.  SPECIAL ACCESS INFORMATION
X
 
h.  REQUIRE A COMSEC ACCOUNT
 
X

g.  NATO INFORMATION

X
i.  HAVE TEMPEST REQUIREMENTS
 
X

h.  FOREIGN GOVERNMENT INFORMATION

X
j.  HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
 X


i.  LIMITED DISSEMINATION INFORMATION

X
k.  BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE
 
X

j. FOR OFFICIAL USE ONLY INFORMATION


X

l.  OTHER (Specify)

X
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Previous editions are obsolete




Block 13 (Continued)

PR  NO.:       03AA019                                                                                   CONTRACT NUMBER:  TBD

12.  PUBLIC RELEASE.  Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government authority.  Proposed public releases shall be submitted for approval prior to release to the Directorate  for Freedom of Information and

 FORMCHECKBOX 
  DIRECT          FORMCHECKBOX 
  THROUGH (Specify):

DRPM AAA

USMC TECHNOLOGY CENTER

14041 WORTH AVENUE

WOODBRIDGE, VA   22192-4123



13.  SECURITY GUIDANCE.  The security classification guidance needed for this classified effort is identified below.  If any difficulty is encountered in applying this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below.  Pending final decision, the information involved shall be handled and protected at the highest level of classification assigned or recommended.  (Fill in as appropriate for the classified effort.  Attach, or forward under separate correspondence, any documents/guides/extracts referenced herein.  Add additional pages as needed to provide complete guidance.)

xxxxxxxxxxxxxxxxxxxxx ATTACHED CONTINUATION SHEET FOR CONTRACT SECURITY GUIDANCE xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx



14.  ADDITIONAL SECURITY REQUIREMENTS.  Requirements, in addition to ISM requirements, are established                    FORMCHECKBOX 
    YES           FORMCHECKBOX 
  NO
for this contract.  (If Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement 

which identifies the additional requirements.  Provide a copy of the requirements to the cognizant security office.  Use Item 13 if additional space is needed
ADDITIONAL SECURITY REQUIREMENTS HAVE BEEN ADDED TO ITEM 13



15.  INSPECTIONS.  Elements of this contract are outside the inspection responsibility of the cognizant security office.                            FORMCHECKBOX 
   YES            FORMCHECKBOX 
  NO
(If Yes, explain and identify specific areas or elements carved out and the activity responsible for inspections.  Use Item 13 if additional space is needed.)


16.  CERTIFICATION AND SIGNATURE.  Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated under this classified effort.  All questions shall be referred to the official named below.

a.  TYPED NAME OF CERTIFYING OFFICIAL

MICHAEL J. DOHENEY


b.  TITLE

CONTRACTING OFFICER REPRESENTATIVE  FOR SECURITY MATTERS (DRPM AAA SECURITY OFFICER/MGR)


c.  TELEPHONE (Include Area Code)

(703) 492-3380



d.  ADDRESS (Include Zip Code)

DRPM AAA

ATTN: SECURITY OFFICER

14041 WORTH AVENUE

WOODBRIDGE, VA    22192-4123


17.  REQUIRED DISTRIBUTION
 FORMCHECKBOX 
  a.  CONTRACTOR
 FORMCHECKBOX 
  b.  SUBCONTRACTOR
 FORMCHECKBOX 
  c.  COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

e.  SIGNATURE

[image: image1.png]




 FORMCHECKBOX 
  d.  U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
 FORMCHECKBOX 
  e.  ADMINISTRATIVE CONTRACTING OFFICER
 FORMCHECKBOX 
  f.  OTHERS AS NECESSARY   PCO; COR;  DRPM SEC MGR

DD Form 254,  Reverse, DEC 90

Security Classification Guide (SCG) required during this contract is: SCG for the Direct Reporting Program Manager, Advanced Amphibious Assault (DRPM AAA) of 22 December 2000 and will be provided under separate cover.

In addition to the reporting requirements directed by the NISPOM, the contractor will provide a concurrent report of loss or compromise of classified information to the DRPM AAA (Attn: Security Manager).

All classified material received, generated, fabricated, or modified by this contract will be returned to the DRPM AAA within 30 days after completion of the contract.

Visit request to activities, other than Technical Center, DRPM AAA, shall have "need to know" certified by DRPM AAA. All requests shall contain the information required by the NISPOM and shall not exceed a 12-month period.

Item 10a. Contractor is authorized to operate Government furnished cryptographic equipment. Access to COMSEC information per DoD 5220.22A, requires a final U.S. Government clearance and special briefings at appropriate level. Subcontracting COMSEC information by a contractor requires prior approval from the DRPM AAA (Security Officer).  Reproduction and destruction of COMSEC material, regardless of the classification, is prohibited without written approval from DRPM AAA or higher authority. An inventory of regular classified information to include but on a separate list COMSEC holdings  (if any). The local CSO agent will physically sight all classified information and a formal list will be forwarded to DRPM AAA by 31 December yearly and. whenever there is a turnover of custodians.

Item 10e. Intelligence information will be handled and controlled as indicated in the NISPOM. Access to Intelligence information requires a final U.S. Government clearance at the appropriate level. The following also applies:

a. Intelligence information does not become the property of the contractor and may be withdrawn at any time. Upon expiration of the contract, all intelligence released and any material using data from the intelligence will be returned to the project officer or COSR for final disposition.

b. Contractors will not release this information to any activity or person not directly engaged in provided services under the contract or to another contractor (including subcontractors), government agency, private individual, or organization without prior approval of the Director, Office of Naval Intelligence (ONI-5) via DRPM AAA.

c. Intelligence material will not be released to foreign nationals or immigrant aliens who may be employed by the contractor, regardless of the level of their security clearance or access authorization, except with the specific permission of the Director, Office of Naval Intelligence (ONI-5) via DRPM AAA.

d. Intelligence material will not be reproduced without prior approval of the Director, Office of Navy Intelligence, (ONI-5) via DRPM AAA. All intelligence material will bear a prohibition again reproduction while in the custody of the contractor.

e. Contractor will maintain records, which will permit them to furnish, on demand, the names of individuals who have access to intelligence material in their custody.

Item 10j. The "For Official Use Only" information provided under this contract shall be safeguarded as specified in Attachment A.

Item 11 c. The contractor requires access to classified source data up to and including SECRET in support of this work effort. Any extracts or use of such data requires the contractor to apply derivative classification. Documentation generated as a result of this contract will be classified in accordance with source material provided by the user and will carry the most restrictive downgrading and/or declassification instructions, warning notices and control markings applicable. A listing of source material is to be included as a part of the document prepared by the contractor.

Item 11 g. DTIC services required. DD Form 1540 will be prepared and processed in accordance with the NISPOM, contracting activity will be involved in certifying need-to-know to DTIC. Information extracted from classified reference material shall be classified according to the markings on such material. The DD Form 1540 prepared under this contract shall be forwarded through DRPM AAA (ENG., SDH).

Item 11 h. Communications Security (COMSEC) Supplement (DoD 5220.22A) to the NISPOM for the handling of COMSEC material. Publishing or releasing of any COMSEC information by any means without the written approval from Department of Defense, National Security Agency, Ft. George G. Meade, MD 20755-6000 via DRPM AAA is PROHIBITED.

Item 11 j.  All Contractor personnel should be indoctrinated on any critical information that must be protected; on indicators that might, by observation, aggregation, deduction, inference, or other exploitation, disclose critical/sensitive information; and on methods to protect that information.  To achieve maximum effectiveness, this 

Indoctrination should be integrated into contractor security education and awareness programs.

There are no costs associated with implementing this countermeasure.  To reduce to very low the probability of HUMINT collection of data associated with mail communications, procedures associated with sending registered mail and filing claims for reimbursement should be reviewed to preclude the inadvertent disclosure of indicators of critical information.  Improvements in procedures might indulge the elimination from funding voucher terms that draw attention to the Advance Amphibious Assault Vehicle Program.  There are no costs associated with implementing this countermeasure.

Item 17f. Will show DRPM AAA; DRPM AAA (CTQ) and DRPM AAA Security Manager.

CONTINUATION SHEET FOR CONTRACT TBD
ATTACHMENT A
PROCEDURES FOR "FOR OFFICIAL USE ONLY"
The following procedures will be used to protect FOR OFFICIAL USE ONLY (FOUO) information:

1. HANDLING: Access to FOUO material shall be limited to those employees who need the material to do their jobs. The FOR OFFICIAL USE ONLY marking is assigned to information when created by a DoD User Agency. FOR OFFICIAL USE ONLY is not classification, but required extra precautions to ensue that it is not released to the public.

2. MARKING:

a. Mark an unclassified document containing FOUO information "FOR OFFICIAL USE ONLY" at the bottom of each page containing FOUO information and on the bottom of the front cover (if any) and on the back of the last page and on the back cover (if any).

b. In a classified document, mark:

- An individual paragraph that contains FOLIO, but not classified information, by placing "(FOUO)" at the beginning of the paragraph​
- The top and bottom of each page that has both "FOR OFFICIAL USE ONLY" and classified information, with the highest security classification of information on that page.

- "FOR OFFICIAL USE ONLY" at the bottom of each page that has FOUO but not classified.

- If a classified document also contains FOUO information or if the classified material becomes FOUO when declassified, place the following statement on the bottom of the cover or first page, under the classification marking: "NOTE: If declassified, review the document to make sure material is not FOUO and not exempt under Freedom of Information Act before public release."

c. Mark other records, such as computer print outs, photographs, films, tapes, or slides "FOR OFFICIAL USE ONLY" so that the receiver or viewer knows the record contains FOUO information.

d. Mark each part of a message that contains FOUO information. Unclassified messages containing FOUO information must show the abbreviation "FOUO" before the text begins.

e. Make sure that documents, which transmit FOUO materials, call attention to any FOUO attachments.

f. Any FOUO material released to a contractor by a DoD User Agency must have the following statement on the front page or cove THIS DOCUMENT CONTAINING INFORMATION EXEMPT FROM MANDATORY DISCLOSURE UNDER THE FREEDOM OF INFORMATION ACT. EXEMPTION 5 APPLY.

3. STORAGE: To safeguard FOR OFFICIAL USE ONLY records during normal duty hours, place them in an out-of-sight location: your work area is accessible to persons who do not have a valid need for the information. After normal duty hours, store FOUO records to prevent unauthorized access. File them with other unclassified records in unlocked files or desk when internal security is provided. When there is not internal security, locked buildings or rooms usually provide adequate after-hours protection. For additional protection stores FOUO material in locked containers such as file cabinets, desks, or bookcases. Expenditure of funds for security container or closed areas solely for the protection of FOUO data is prohibited.

4. TRANSMISSION: FOUO material shall be transported via first class mail, parcel post, or fourth class mail for bulk shipments. Transmit FOUO message traffic via approved secure communication system. Discussion or FOUO material over a secure telephone is authorized if necessary for performance of the contract. FOUO information shall be transmitted over telephone lines with encryption.

5. RELEASE: FOUO information shall not be released outside contractor's facility except to representatives of the DoD but via the Government Contracting Officer.

6. DESTRUCTION: When no longer needed, FOUO information may be disposed of by any method, which will preclude its disclosure to unauthorized individuals.
