Appendix C

Information Exchange Requirements Matrix (IERM) (OV-3)

UJTL


Operational Event
Information Characterization/Activity
Sending  Node

System/Agent Link
Communications Supporting  Information Flow
Receiving Node

System/Media Link Info Security
Critical
Format
Timeliness
Class

TA1.1

(Position Forces),

TA5.1 (Status of Force Reporting), TA 5.5 (Direct Forces)
EMBARKATION PHASE
Operational Plan (Annex K)/CEOI information), Direction to Units embarking. 
Primary Control Ship

PCS Control Officer
SINCGARS (VHF), UHF DAMA SATCOM
 AAAV(C)  (CP/FSCC) and AAAV(P),  System - NA Covered Voice,  Std Crypto
Yes
Voice
< 5 seconds (T)
Secret

TA 1.1

(Position Forces), TA5.1 (Status of Force Reporting, TA 5.5 (Direct Forces)


EMBARKATION PHASE
Operational Plan (Annex K - Data Communications Network Plan), Map data, Navigational data.
Primary Control Ship

GCCS/TCO, PCS Control Officer
SINCGARS (VHF), UHF DAMA SATCOM
AAAV(C)  (CP/FSCC) and AAAV(P),  System - TCO/C2PC, Covered Data/Voice,  Std Crypto
Yes
Data/Voice

Data - VMF messages
<30 seconds (T)

<10 seconds(O) < 5 seconds (T) 
Secret

TA 1.1

(Position Forces), TA 5.1 (Status of Force Reporting, TA5.5 (Direct Forces)
EMBARKATION PHASE
Operational Plan (Annex K - Radio Circuit Plan),Call Signs, Visual and Sound communications direction to embarking units.
Embarking Amphibious Ship

Embarkation Officer
SINCGARS (VHF)
AAAV(C)  (CP/FSCC) and AAAV(P),  System - NA Covered Voice,  Std Crypto
Yes
Voice
< 5 seconds (T)
Secret

TA 1.1

(Position Forces), TA 5.1 (Status of Force Reporting)
EMBARKATION PHASE
Operational Plan (Annex K -Frequency Management), CTP.
GPS Satellite

GPS 
Magellan GPS
AAAV(C)  (CP/FSCC) and AAAV(P),  System – CCS/C2PC/PCD 

Media – GPS Data

GPS Encryption
Yes
Data - GPS data format information
<30

seconds (T)

<10 seconds(O)
Secret

TA 1.1

(Position Forces), TA 5.1 (Status of Force Reporting)
EMBARKATION PHASE
Operational Plan (Annex K - Data Communications Network Plan and Frequency Management) Direction to embarking units, CTP.
Amphibious Command Ship

AN/KSQ-1Master Station
PLRS/EPLRS
AAAV(C)  (CP/FSCC) and AAAV(P),  System – CCS/C2PC/PCD

Media – PLRS/EPLRS Data

Non-encrypted
Yes
Data - 

(1)  PLRS

and EPLRS PLI data format - KSQ-1 link

VMF message K05.1 via EPLRS data comms network
<30 seconds (T)

<10 seconds(O)
Secret

TA 1.1

(Position Forces) TA 5.1 (Status of Force Reporting)
EMBARKATION PHASE
Position Location Information (PLI), and tactical overlay data.
Embarking Amphibious Ship

Tactical Data Base Management System (TDBMS) = GCCS-M
SWAN/Operator Loading (CD)
AAAV(P) and AAAV(C) System – CCS/C2PC/TCO

Media – LAN /CD 

Non-encrypted
Yes
Data (Standard LAN services
<2 

minutes (T)
Secret

TA 1.1

(Position Forces) TA 5.1 (Status of Force Reporting)
EMBARKATION PHASE
Free text information - Directions to embarking units.
Embarking Amphibious Ship

GCCS-M (OP Notes)
SWAN/Operator Loading (CD)
AAAV(P) and AAAV(C) System – CCS/C2PC/TCO 

Media – LAN/CD

Non-encrypted
Yes
Data (Standard LAN services)
<2

minutes (T)
Secret

TA 1.1 (Position Forces) TA 5.1 (Status of Force Reporting)
TRANSIT TO AMPHIBIOUS OPERATIONAL AREA (AOA)
General/current tactical information for support to training scenario
Embarking Amphibious Ship

Tactical Data Base Management System (TDBMS) = GCCS-M
SWAN/Operator Loading (CD)
AAAV(P) and AAAV(C) System –  CCS, TCO, IAS, AFATDS

Media – Data/CD

Non-encrypted
Yes
Data (Standard LAN services)
<2 minutes (T)
Secret

TA 1.1

(Position Forces) TA 5.1 (Status of Force Reporting)
TRANSIT TO AMPHIBIOUS OPERATIONAL AREA (AOA)
Radio/Circuit checks - Establish Communications connectivity.
External shipboard, vehicular, manpacked radios

Ship/Marine Communication personnel
UHF SATCOM, VHF SINCGARS, HF,UHF HAVEQUICK 
AAAV(P) and AAAV(C) System – N/A

Media – Covered Voice, Std Crypto
Yes
Voice
< 5 seconds (T)
Secret

TA 1.1

(Position Forces) TA 5.1 (Status of Force Reporting)
TRANSIT TO AMPHIBIOUS OPERATIONAL AREA (AOA)
Radio/Circuit checks - Establish Communications connectivity.
AAAV(P) and AAAV(C) System – N/A

Media – Covered Voice, Std Crypto
UHF SATCOM, VHF SINCGARS, HF,UHF HAVEQUICK
External shipboard, vehicular, manpacked radios

Ship/Marine Communication personnel
Yes
Voice
< 5 seconds (T)
Secret

TA 1.1

(Position Forces) TA 5.1 (Status of Force Reporting)
TRANSIT TO AMPHIBIOUS OPERATIONAL AREA (AOA)
Data circuit checks
LFOC/SACC/TACC/TACLOG/JIC

GCCS/TCO/C2PC, IAS, AFATDS via External shipboard, vehicular, manpacked radios

Ship/Marine Communication personnel.
SATCOM, SINCGARS, HF, HAVEQUICK, EPLRS 
AAAV(P) and AAAV(C)

System – CCS/C2PC, TCO, IAS, AFATDS

Media – Data/voice msgs, encrypted
Yes
Data/Voice

Data - VMF messages
<5 minutes (T) <2 minutes (O) Data

<5 seconds (T) Voice


Secret

TA 1.1

(Position Forces) TA 5.1 (Status of Force Reporting)
TRANSIT TO AMPHIBIOUS OPERATIONAL AREA (AOA)
Data circuit checks
AAAV(P) and AAAV(C)

System – CCS/C2PC, TCO, IAS, AFATDS


SATCOM, SINCGARS, HF, HAVEQUICK, EPLRS 
LFOC/SACC/TACC/TACLOG

GCCS/TCO/C2PC, IAS, AFATDS via

External shipboard, vehicular, manpacked radios

Ship/Marine Communication personnel, Media – Data/voice msgs, encrypted
Yes
Data/Voice

Data - VMF messages
<5 minutes (T) <2 minutes (O) Data

<5 seconds (T) Voice


Secret

TA 1.1

(Position Forces) TA 5.1 (Status of Force Reporting)
PREOP CHECKS
Navigation information per Operational Plan (Annex K - Frequency Management)
GPS Satellite

Magellan GPS
SWAN/Operator Loading (CD)
AAAV(P) and AAAV(C)  

System – CCS/C2PC/PCD

Media – LAN/CD, GPS encryption.
Yes
Data - VMF messages over the LAN, or direct database loading.
<2 minutes (T)
Secret

TA 1.1

(Position Forces) TA 5.1 (Status of Force Reporting)
PREOP CHECKS
Common Tactical Picture (CTP) and Position Location Information (PLI) (Tactical overlay data).
Embarking Amphibious Ship

TDBMS = GCCS-M
SWAN/Operator Loading (CD)
AAAV(P) and AAAV(C)

System – CCS/C2PC/TCO

Media – LAN/CD, non-encrypted
Yes
Data - VMF messages over the LAN, or direct database loading.
< 5 minutes (T)

<2 minutes (O)
Secret

TA 1.1

(Position Forces) TA 5.1 (Status of Force Reporting)
PREOP CHECKS
Loading Position Location Information (PLI), and tactical overlay data, intelligence/recon reports.
Embarking Amphibious Ship

TDBMS, AFATDS, Master Intelligence Database (MIDB)
SWAN/Operator Loading (CD)
AAAV(C)

System – CCS/C2PC, TCO, IAS, AFATDS

Media – LAN/CD, std LAN security
Yes
Data - VMF messages over the LAN, or direct database loading.
<5 minutes

(T)

<2 minutes (O)
Secret

TA 1.1

(Position Forces) TA 5.5 (Direct Forces)
PREOP CHECKS & MOVEMENT TO WELLDECK
Standard Operational Procedures/Landing Plan guidance
Launch control, TACLOG, LFOC, CIC

Combat Cargo Officer/Ship's Company/Well-Deck Control
Handheld radios
AAAV(P) and AAAV(C)

System – N/A

Media – voice, non-encrypted
Yes
Voice
<5 seconds (T)
Secret

TA 1.1

(Position Forces) TA 5.5 (Direct Forces)
UNDERWAY LAUNCH FROM SHIP
CEOI, SOP, Op Plan
Launch control, TACLOG, LFOC, CIC

Combat Cargo Officer/Ship's Company/Well-Deck Control
 SINCGARS
AAAV(P) and AAAV(C)

System – N/A

Media – voice, non-encrypted.
Yes
Voice
<5 seconds

(T)
Secret

TA 1.1

(Position Forces) TA5.1 (Status of Force Reporting, TA 5.5 (Direct Forces)


UNDERWAY LAUNCH FROM SHIP
CEOI, SOP, Op Plan - PLI data direction to launching units/elements.
AN/KSQ-1 Master Station on Command Ship

AN/KSQ-1
PLRS/EPLRS
AAAV(P) and AAAV(C)

System – CCS/C2PC/PCD

Media – Data, non-encrypted
Yes
Data - 

(1)  PLRS

and EPLRS PLI data format - KSQ-1 link

VMF message K05.1 via EPLRS data comms network
<30 seconds (T) <10 seconds (O)
Secret

TA 1.1

(Position Forces) TA5.1 (Status of Force Reporting, TA 5.5 (Direct Forces)


UNDERWAY LAUNCH FROM SHIP
CEOI, SOP, Op Plan - Direction to launching units/elements.
AAAV(P) and AAAV(C)

System – CCS/C2PC/PCD
PLRS/EPLRS
PCS Control Station and LFOC and TACLOG on Command Ship

GCCS-M/TCO (TDBMS)

Media – Data, encrypted
Yes
Data - VMF messages
<30 seconds (T) <10 seconds (O)
Secret

TA 1.1

(Position Forces) , TA 5.5 (Direct Forces)
ESTABLISH OPERATIONAL COMMAND POST
Op Plan (Annex K/CEOI), Unit SOP, FS/Intel/Maneuver info
LFOC, SACC, TADC, JIC, TACLOG

AAAV(P) and LCAC 

MAGTF Staff and Assault Echelon
SINCGARS, HAVEQUICK, HF, UHF DAMA SATCOM
AAAV(C)

System – N/A

Media – voice

Std crypto
Yes
Voice
<5 seconds

(T)
Secret

TA 1.1

(Position Forces) TA 5.5

(Direct Forces)
ESTABLISH OPERATIONAL COMMAND POST
Op Plan (Annex K/CEOI), Unit SOP, CTP data
MAGTF HQ, Subordinate CEs 

TCO/C2PC
EPLRS, SINCGARS, DAMA SATCOM
AAAV(C)

System – TCO/C2PC, Media – Data, std crypto
Yes
Data - VMF messages
<30 seconds (T)

<10 seconds(O)
Secret

TA 1.1

(Position Forces) , TA 5.5

(Direct Forces)
ESTABLISH OPERATIONAL COMMAND POST
Op Plan (Annex K/CEOI), Unit SOP, Intel data
MAGTF CE (JIC), Subordinate CEs 

IAS (MIDB)
EPLRS, SINCGARS, HF, DAMA SATCOM
AAAV(C)

System – IAS/C2PC, Media – Data, std crypto
Yes
Data

Data - VMF messages

Imagery - NITF format or JPG files
< 5 minutes(T)

<2 minutes (O)
Secret

TA 1.1

(Position Forces) , TA 5.5

(Direct Forces)
ESTABLISH OPERATIONAL COMMAND POST
Op Plan Annex D - CTP/PLI Ops/Maneuver information/data
AAAV(P) Assault echelon

CCS/C2PC
EPLRS, SINCGARS, UHF DAMA SATCOM
AAAV(C)

System – TCO/C2PC, Media – Data, std crypto
Yes
Data

Data - VMF messages
< 5 minutes(T)

<2 minutes (O)
Secret

TA 1.1

(Position Forces) TA 5.5

(Direct Forces)
ESTABLISH OPERATIONIAL COMMAND POST
Op Plan Annex E (Fire Support data) FSCMs, unit data, CTP data, Fire Plans/Schedules, etc.
SACC, LFOC, FFCC/FSCC, TADC, NSFS 

AFATDS
SINCGARS, HF
AAAV(C)

System – AFATDS

Media – Data, std crypto.
Yes
Data

Data - VMF messages

Specifically

K02 FS messages
< 5 minutes(T)

<2 minutes(O)
Secret

TA 1.1

(Position Forces) TA 5.5

(Direct Forces)


ESTABLISH OPERATIONAL COMMAND POST
Op Plan (Annex K/CEOI), Unit SOP FS/Intel/Maneuver info

Current Ops
AAAV(P)s

CCS/C2PC 
EPLRS, SINCGARS, HF, UHF DAMA SATCOM
AAAV(C) (A group)

System – CCS/C2PC, TCO, IAS, AFATDS

Media – Data, std crypto
Yes
Data

Data - VMF messages
<5 minutes (T) <2 minutes (O)
Secret

TA 1.1

(Position Forces) , TA 5.5

(Direct Forces)
ESTABLISH OPERATIONAL COMMAND POST
Navigation information per Operational Plan (Annex K - Frequency Management) AAAV(C) and “Chase P”.
GPS Satellite

GPS Satellite
Magellan GPS
AAAV(C) and (P)

System – CCS/C2PC/PCD 

Media – GPS Data

GPS Encryption
Yes
Data - GPS data format information
<10 seconds (T)
Secret

TA 1.1

(Position Forces) , TA 5.5

(Direct Forces)
ESTABLISH OPERATIONAL COMMAND POST
Op Plan

FS/Intel/Maneuver info

Current Ops/”monitor data”.
AAAV(C) Alpha Command Group

CCS/C2PC, TCO, IAS, AFATDS.

Alpha Command also receives updates from Bravo Command Group to include Ops updates.
EPLRS, SINCGARS, HF, UHF DAMA SATCOM
AAAV(C) Bravo Command Group
System – CCS/C2PC, TCO, IAS, AFATDS

Media – Data, std crypto
Yes
Data

Data - VMF messages
<5 minutes (T) <2 minutes (O)
Secret

TA 1.1

(Position Forces) , TA 5.5

(Direct Forces)
ESTABLISH OPERATIONAL COMMAND POST
Op Plan, OP TASK COMMS
LCACs, LCUs, TACLOG

LCAC/LCU crew, logistics personnel
SINCGARS, HF
AAAV(C)

System – N/A

Media – voice

Std crypto
Yes
Voice
<5 seconds (T)
Secret

TA 1.1

(Position Forces) , TA 5.5

(Direct Forces)
ESTABLISH OPERATIONAL COMMAND POST
CEOI, SOP, Op Plan

CTP/PLI data
AN/KSQ-1 Master Station on Command Ship

AN/KSQ-1
PLRS/EPLRS
AAAV(C) and Chase AAAV(P) System – CCS/C2PC/PCD

Media – Data, non-encrypted
Yes
Data - 

(1)  PLRS

and EPLRS PLI data format - KSQ-1 link

VMF message K05.1 via EPLRS data comms network
<30 seconds (T) <10 seconds (O)
Secret

TA 1.1

(Position Forces) , TA 5.5

(Direct Forces)
HIGH SPEED TRANSIT TO LPP
Updates to Op Plan

FS/Intel/Maneuver info AAAV(C)

Maneuver info – AAAV(P)
MAGTF CE (LFOC), Subordinate CE (Seaborne or Airborne) 

Commander and staffs
SINCGARS, HF, UHF DAMA SATCOM, 

EPLRS, HAVEQUICK
AAAV(C) and (P)

System – N/A

Media – voice, non-encrypted.
Yes
Voice
<5 seconds (T)
Secret

TA 1.1

(Position Forces) , TA5.1 (Status of Force Reporting, TA 5.5

(Direct Forces)
HIGH SPEED TRANSIT TO LPP
 Updates Op Plan

CTP/PLI data
AAAV (P) Assault Force 

CCS/C2PC, Radio
EPLRS,  HF, SINCGARS, UHF DAMA SATCOM
AAAV(C)

System – TCO/C2PC, Media – Data, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O), <5 seconds (T)
Secret

TA 1.1

(Position Forces) , TA5.1 (Status of Force Reporting,  TA 5.5

(Direct Forces)
HIGH SPEED TRANSIT TO LPP
CTP data/PLI Updates
AAAV(P) and AAAV(C)

System – TCO/C2PC
EPLRS, HF, SINCGARS, UHF DAMA SATCOM
MAGTF HQ, Subordinate CEs 

TCO/C2PC, Media – Data, std crypto
Yes
Data -VMF messages
<5 minutes (T)

<2minutes (O)
Secret

TA 1.1

(Position Forces) , TA 5.5

(Direct Forces)
HIGH SPEED TRANSIT TO LPP
MAGTF HQ, Subordinate CEs 

Specific Intel data input
MAGTF CE (JIC), Subordinate CEs 

IAS (MIDB)
EPLRS, SINCGARS, HF, UHF DAMA SATCOM
AAAV(C)

System – IAS/C2PC, Media – Data, std crypto
Yes
Data -

VMF messages

Imagery - NITF format or JPG files
<5 minutes (T)

<2minutes (O)
Secret

TA 1.1 (Position Forces) TA 5.5

(Direct Forces)
HIGH SPEED TRANSIT TO LPP
 Updates to Op Plan Annex D
AAAV Assault Force, 

CCS/C2PC
EPLRS, SINCGARS, HF,  UHF DAMA SATCOM
AAAV(P) and AAAV(C)

System – TCO/C2PC, Media – Data, std crypto
Yes
Data

VMF messages
<5 minutes (T)

<2minutes (O)
Secret

TA 5.5 (Direct Forces), TA 3.1 (Process Targets)

 TA 3.3 (Coordinate Maneuver & Firepower), TA 3.2

(Engage Targets), TA 3.4 (Integrate Tactical Firepower 
HIGH SPEED TRANSIT TO LPP
Fire Support data, updates/modifications, FSCMs, etc.
SACC, LFOC, FFCC/FSCC, TADC, NSFS, AAAV(P) 

AFATDS, NFCS, CCS
EPLRS, SINCGARS, HF, UHF DAMA SATCOM
AAAV(C)

System – AFATDS

Media – Data, std crypto.
Yes
Data - Specific K02 VMF messages


<5 minutes (T)

<2minutes (O)
Secret

TA 1.1

(Position Forces), TA5.1 (Status of Force Reporting), TA 5.5

(Direct Forces) 

TA 6.5 (Provide CID)
HIGH SPEED TRANSIT TO LPP   
Updates to Op Plan (Annex K/CEOI), Unit SOP, CTP data, Combat ID for Air-to-Surface
AAAV(P)s, AAAV(C)s and Aircraft (CID info/data between vehicles and aircraft)

CCS, C2PC, TCO
EPLRS, SINCGARS, HF, UHF DAMA SATCOM, UHF HAVEQUICK
AAAV(P), AAAV(C) , and Aircraft (CID) System – CCS, C2PC, TCO

Media – Data/voice, std crypto
Yes
Data

VMF messages
<30 seconds (T) <10 seconds(O)

<12 seconds (CID Data) (O)
Secret

TA 1.1

(Position Forces)
HIGH SPEED TRANSIT TO LPP
Navigation information per Operational Plan (Annex K – Frequency Management)
GPS Satellite

GPS Satellite
Magellan GPS
AAAV(P) and AAAV(C)

System – CCS/C2PC/PCD 

Media – GPS Data

GPS Encryption
Yes
Data - GPS data format information
<10 seconds
Secret

TA5.1 (Status of Force Reporting), TA 5.5

(Direct Forces) 


HIGH SPEED TRANSIT TO LPP
Updates on Op Plan 

 FS/Intel/Maneuver data – AAAV(C)

Maneuver data – AAAV(P)
Alpha Command Group (AAAV(C) and (P)

CCS/C2PC, TCO, IAS, AFATDS

Alpha Command also receives updates from Bravo Command Group to include CTP/PLI updates.
EPLRS, SINCGARS, HF, UHF DAMA SATCOM
Bravo Command Group  AAAV(C) and AAAV(P) 

System – CCS/C2PC, TCO, IAS, AFATDS

Media – Data, std crypto
Yes
Data

VMF messages
<5 minutes (T)

<2minutes (O)
Secret

TA 4.4 (Conduct Jt Log) ,TA 5.5

(Direct Forces) 


HIGH SPEED TRANSIT TO LPP
Op Plan, OP TASK COMMS

Logistics/Maneuver info

Request Logistics Resupply, MEDEVAC and Equipment Evacuation, and Equipment/POL/Ammo status
LCACs, LCUs, TACLOG

LCAC/LCU crew, logistics personnel
SINCGARS, HF
AAAV(P) and AAAV(C)

System – N/A

Media – voice

Std crypto
Yes
Voice
<5 seconds (T)
Secret

TA 1.1

(Position Forces) (Status of Force Reporting), TA 5.5

(Direct Forces)
HIGH SPEED TRANSIT TO LPP
SOP, Op Plan

CTP/PLI data
AN/KSQ-1 Master Station on Command Ship

AN/KSQ-1
PLRS/EPLRS
AAAV(P) and AAAV(C)

System – CCS/C2PC/PCD

Media – Data, non-encrypted
Yes
Data - 

(1)  PLRS

and EPLRS PLI data format - KSQ-1 link

VMF message K05.1 via EPLRS data comms network
30 seconds (T) <10 seconds(O)
Secret

TA 1.1

(Position Forces) TA5.1 (Status of Force Reporting, TA 5.5 (Direct Forces)


HIGH SPEED TRANSIT TO LPP
SOP, Op Plan - CTP/PLI updates
AAAV(P) and AAAV(C)

System – CCS/PCD
PLRS/EPLRS
PCS Control Station and  the LFOC and TACLOG on the Command Ship

GCCS-M/TCO (TDBMS)

 Media – Data, encrypted
Yes
Data - VMF messages
<30 seconds (T) <10 seconds (O)
Secret

TA 1.1

(Position Forces),TA 5.5

(Direct Forces)


OPERATIONS IN TRANSITION MODE
Updates to Op Plan

FS/Intel/Maneuver data/info 

Maneuver data/info 
MAGTF CE (LFOC), Subordinate Ces  (Seaborne or Airborne)

Commander and staffs
SINCGARS, HF, UHF DAMA SATCOM, EPLRS, HAVEQUICK
AAAV(P) 

System -CCS/C2PC

AAAV(C)

System – TCO, IAS, AFATDS, C2PC

Media – Data/Voice, non-encrypted.
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O)

<5 seconds

(Voice) (T)


Secret

TA 1.1

(Position Forces) TA5.1 (Status of Force Reporting,  5.5

(Direct Forces)
OPERATIONS IN TRANSITION MODE
CTP data/PLI updates
MAGTF CE (LFOC), Subordinate CE's 

TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
AAAV(P) and AAAV(C)

System – TCO/C2PC, Media – Data, std crypto
Yes
Data

VMF messages
<5 minutes (T)

<2minutes (O)
Secret

TA 1.1

(Position Forces) TA5.1 (Status of Force Reporting), TA5.5

(Direct Forces)
OPERATIONS IN TRANSITION MODE
CTP data/PLI updates
AAAV(P) and AAAV(C)

System – TCO/C2PC 
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
MAGTF HQ, Subordinate CEs 

TCO/C2PC, Media – Data, std crypto
Yes
Data -

VMF messages
<5 minutes (T)

<2minutes (O)
Secret

TA 1.1

(Position Forces)
OPERATIONS IN TRANSITION MODE
Updates to Intelligence Annex to the Op Plan

Current Intel/Spot/Salute 
MAGTF CE (JIC), Subordinate CE's, Recon Elements/Sensors/AAAVs

IAS (MIDB)
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
AAAV(P) and AAAV(C)

System – IAS/C2PC/CCS, Media – Data, std crypto
Yes
Data = 

VMF messages

Imagery - NITF format or JPG files
<5 minutes (T)

<2minutes (O)
Secret

TA 1.1

(Position Forces) TA 4.4 (Conduct Jt Log) TA 5.5

(Direct Forces)
OPERATIONS IN TRANSITION MODE
Request Logistics Re-supply, MEDEVAC and Equipment Evacuation, and Equipment/POL/Ammo status
AAAV(P) and AAAV(C)

TCO/C2PC 

TCO via free text message
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
MAGTF HQ/TACLOG,

Media –Data, std crypto
Yes
Data -

VMF messages
<5 minutes (T)

<2minutes (O)
Secret

TA 5.5 (Direct Forces), TA 3.1 (Process Targets)

 TA 3.3 (Coordinate Maneuver & Firepower), TA 3.2

(Engage Targets), TA 3.4 (Integrate Tactical Firepower


OPERATIONS IN TRANSITION MODE
Updates  to the Fire Support Annex to the Op Plan 

(Fire Support Data/Info)
SACC/TACC, NSFS Ships, Firing units, AAAV(P).

AFATDS, NFCS, CCS
SINCGARS, HF, 

HAVEQUICK
AAAV(C)

System – AFATDS

Media – Data, and/or voice, std crypto.

AAAV(P) to CAS – Voice
Yes
Data/Voice

Data - VMF

Messages

Specific K02 FS messages
FS Annex FirePlans:

<5 minutes (T) <2 minutes (O)

Fire Support Engage<1 minutes (T)

<30 seconds (O)

<5 seconds (Voice) (T)
Secret

TA 3.1 (Process Targets)

 TA 3.3 (Coordinate Maneuver & Firepower), TA 3.2

(Engage Targets),
OPERATIONS IN TRANSITION MODE
Fire Support Data/Info
AAAV(P)/Sensors (UAV, etc.)

CCS/C2PC, DACT
SINCGARS, HF, 

HAVEQUICK
AAAV(C), SACC/TACC

System – AFATDS

Media – Data, and/or voice, std crypto.


Yes
Data/Voice

Data - VMF Specific KO2 messages


Fire Support Engage<1 minutes (T)

<30 seconds (O)

<5 seconds (Voice) (T)


TA 1.1 (Position Forces), TA 5.5 (Direct Forces) TA 6.5 (Provide CID)
OPERATIONS IN TRANSITION MODE
CTP data, Combat ID for Air-to-Surface
AAAV(P)s, AAAV(C)s and aircraft

(CID info/data)

CCS
EPLRS, SINCGARS, HF, UHF DAMA SATCOM, HAVEQUICK
AAAV(P) and AAAV(C)

System – CCS/C2PC, TCO, IAS, AFATDS

Media – Data/voice, std crypto
Yes
Data - 

VMF messages
<5 minutes (T)

<2minutes (O)

<12 seconds (CID)(T)
Secret

TA 1.1

(Position Forces)
OPERATIONS IN TRANSITION MODE
Updates CTP/PLI data 
GPS Satellite

GPS 
Magellan GPS
AAAV(P) and AAAV(C)

System – CCS/C2PC/PCD 

Media – GPS Data

GPS Encryption
Yes
Data - GPS data format information
<10 seconds (T)
Secret

TA 1.1 (Position Forces), TA5.1 (Status of Force Reporting), TA 5.5 (Direct Forces)
OPERATIONS IN TRANSITION MODE
Updates CTP/PLI data
Alpha Command Group - AAAV(C)

TCO/C2PC

Alpha Command also receives updates from Bravo Command Group to include Ops updates.
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
Brave Command Group -  AAAV(C)

System – TCO/C2PC, Media – Data, std crypto
Yes
Data - 

VMF messages
<5 minutes (T)

<2minutes (O)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
OPERATIONS IN TRANSITION MODE
OP TASK COMMS,  Updates Situational Awareness, CTP/PLI data
LCACs, LCUs, Airborne Assault

Radios
SINCGARS and HF
AAAV(C) and AAAV(P)

System – N/A

Media – voice

Std crypto
Yes
Voice
<5 seconds (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
OPERATIONS IN TRANSITION MODE
OP TASK COMMS, Updates Situational Awareness

CTP/PLI data
AAAV(P) and AAAV(C), 

Radios
SINCGARS, UHF HAVEQUICK and HF
LCACs, LCUs, Airborne Assault

System – N/A

Media – voice

Std crypto
Yes
Voice
<5 seconds (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
OPERATIONS IN TRANSITION MODE
Op Plan

CTP data
AAAV(P)

CCS/C2PC
SINCGARS, EPLRS
AAAV(C) 

System – TCO/C2PC, Media – Data/Voice, std crypto
Yes
Data//voice

Data - VMF messages
<5 minutes (T)

<2minutes (O)<5 seconds (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
OPERATIONS IN TRANSITION MODE
Navigation and Situational Awareness

CTP data


Primary Control Ship

AN/KSQ-1
PLRS/EPLRS
AAAV(C) and AAAV(P)

System – CCS/PCD

Media – Data, non-encrypted
Yes
Data - 

(1)  PLRS

and EPLRS PLI data format - KSQ-1 link

VMF message K05.1 via EPLRS data comms network
<10 seconds (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
OPERATIONS IN TRANSITION MODE
Navigation and Situational Awareness

CTP data


AAAV(C) and AAAV(P)

CCS/C2PC/PCD
PLRS/EPLRS
Primary Control Ship

System and Command ship (LFOC/TACLOG) –GCCS-M/TCO  (TDBMS)

Media – Data, non-encrypted
Yes
Data - VMF messages
<10 seconds (T)
Secret

TA 1.1 (Position Forces), TA 2.2 (Obtain Intel Info), 

TA 5.5 (Direct Forces)
OPERATIONS IN TRANSITION MODE
Updates to FS/intel/maneuver data/info AAAV(C)

Current intel/Spot/Salute – AAAV(P)


MAGTF CE  (LFOC/JIC), Recon Elements

Voice, DCT, DACT, TCO
SINCGARS, UHF DAMA SATCOM, HF
AAAV(C)s and AAAV(P)

System – CCS, TCO, IAS, AFATDS Media – Data/Voice, std crypto.
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O)

5 seconds (voice) (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
TRANSIT SURF ZONE
Landing plan
Navy Beachmasters

Radio 
SINCGARS
AAAV(P) and AAAV(C)

System – N/A, Media – Voice, std crypto
Yes
Voice
<5 seconds(T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
TRANSIT SURF ZONE
Landing plan
AAAV(P) and AAAV(C)

Radio
SINCGARS
Navy Beachmasters

System – N/A, Media – Voice, std crypto
Yes
Voice
<5 seconds(T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
TRANSIT SURF ZONE
Updates to Op Plan

CTP data
MAGTF CE (LFOC), Subordinate CE (Seaborne or Airborne)

TCO/C2PC
SINCGARS, HF, DAMA SATCOM, EPLRS, HAVEQUICK
AAAV(C)s and AAAV(P)

System – TCO/C2PC, Media – Data/Voice, std crypto
Yes
Data/Voice

Data - VMF

Messages
<5 minutes (T)

<2minutes (O)

<5 seconds

(Voice)(T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
TRANSIT SURF ZONE
Updates to Op Plan

CTP data
AAAV(C)s and AAAV(P)

TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS, HAVEQUICK
MAGTF CE, Subordinate CE (Seaborne or Airborne)

System – TCO/C2PC, Media – Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O)

<5 seconds

(Voice)(T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
TRANSIT SURF ZONE
Op Plan

CTP data
AAAV(P)

CCS/C2PC
SINCGARS, EPLRS
AAAV(C) 

System – TCO/C2PC, Media – Data/Voice, std crypto
Yes
Data//voice

Data - VMF messages
<5 minutes (T)

<2minutes (O)<5 seconds (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
TRANSIT SURF ZONE
Intelligence Updates/Current Intel Situation/Overlay data/Reports
MAGTF CE (JIC), Subordinate CE's, Recon Elements 

IAS (MIDB)
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
AAAV(P) and AAAV(C)

System – IAS/C2PC, Media – Data, std crypto
Yes
Data - VMF messages

Imagery - NITF format or JPG files
<5 minutes (T)

<2minutes (O)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
TRANSIT SURF ZONE
Intelligence Updates/Current Intel Situation/Overlay data/Reports
AAAV(P) and AAAV(C) 

IAS/C2PC (MIDB)
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
MAGTF CE (JIC), Subordinate CE's, System – IAS/C2PC, Media – Data, std crypto
Yes
Data - VMF messages

Imagery - NITF format or JPG files
<5 minutes (T)

<2minutes (O)
Secret

TA 4.4 (Conduct Jt Log), TA 5.5 (Direct Forces)
TRANSIT SURF ZONE
Update on Requests Logistics Resupply, MEDEVAC and Equipment Evacuation, and Equipment/POL/Ammo status
MAGTF CE (TACLOG), Subordinate CE's, LCAC, Airborne  Log Assets

TCO via free text message and CCS/TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS, UHF HAVEQUICK
AAAVs

System – CCS/TCO/C2CP, Media –Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds

(Voice) (T)
Secret

TA 4.4 (Conduct Jt Log), TA 5.5 (Direct Forces)
TRANSIT SURF ZONE
Update on Requests, Logistics Resupply, MEDEVAC and Equipment Evacuation, and Equipment/POL/Ammo status
AAAVs

System – CCS/TCO/C2CP, 

TCO via free text message and CCS/TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS, UHF HAVEQUICK
MAGTF CE (TACLOG), Subordinate CE's, LCAC, Airborne  Log Assets

System -TCO/C2PC

 Media –Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds

(Voice) (T)
Secret

TA 5.5 (Direct Forces), TA 3.1 (Process Tgts), TA 3.2 (Engage Tgts), TA 3.3 (Coord Maneuver and Firepower), TA 3.4 (Integrate Tactical

Firepower)
TRANSIT SURF ZONE
Fire Support Updates/Overlay/Schedules/,

ATO, FSCMs, Status Reports, etc.
SACC/TACC, NSFS Ships, Firing units, AAAV(P), observers/sensors 

AFATDS, NFCS, DACT, CCS
SINCGARS, HF
AAAV(C)

System – AFATDS

Media – Data, and/or voice, std crypto.

AAAV(P) to CAS – Voice
Yes
Data/Voice - Data - 

Specific K02 VMF messages
FS Annex FirePlans:

<5 minutes (T) <2 minutes (O)

Fire Support Engage<1 minutes (T)

<30 seconds (O)

<5 seconds (Voice) (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces

TA 6.5
TRANSIT SURF ZONE
Current updates to FS/Intel/Maneuver data/info – AAAV(C)

Current Ops – AAAV(P)

Aircraft-to-surface CID
AAAV(P)s, AAAV(C)s and aircraft

CCS/C2PC, IAS, AFATDS, TCO, Radios
EPLRS, SINCGARS, HF,  UHF DAMA SATCOM, HAVEQUICK
AAAV(P) and AAAV(C)

System – CCS, TCO, IAS, AFATDS

Media – Data/voice, std crypto
Yes
Data/voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <12 seconds (CID) (O)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces
TRANSIT SURF ZONE
Updates CTP/PLI data 
GPS Satellite

GPS Satellite
Magellan GPS
AAAV(C)s and AAAV(P)s

System – CCS/PCD 

Media – GPS Data

GPS Encryption
Yes
Data - GPS data format information
<10 seconds (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces
TRANSIT SURF ZONE
Updates CTP/PLI  data
Alpha Command Group - AAAV(C)

TCO/C2PC

Alpha Command also receives updates from Bravo Command Group to include Ops updates.
SINCGARS, HF, UHF DAMA SATCOM
Bravo Command Group - AAAV(C)

System – TCO/C2PC, Media – Data, std crypto
Yes
Data - 

VMF messages
<5 minutes (T)

<2minutes (O)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces
TRANSIT SURF ZONE
OP TASK COMMS, Situational Awareness

CTP info
LCACs, LCUs, Airborne Assault

SINCGARS and HF
SINCGARS and HF
AAAV(C)s, AAAV (P)s

System – N/A

Media – voice

Std crypto
Yes
Voice
<5 seconds (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces
TRANSIT SURF ZONE
Navigation and Situational Awareness

CTP data
Primary Control Ship, Command Configured Amphib

AN/KSQ-1
PLRS/EPLRS
AAAV(C)s, AAAV(P)s

System – CCS/PCD

Media – Data, non-encrypted
Yes
Data - 

(1)  PLRS

and EPLRS PLI data format - KSQ-1 link

VMF message K05.1 via EPLRS data comms network
<30 seconds (T) <10 seconds(O)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces
TRANSIT SURF ZONE
Landing plan
Navy Beachmasters

Radio 
SINCGARS
AAAV(C)s, AAAV(P)s

System – N/A, Media – Voice, std crypto
Yes
Voice
<5 seconds (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces
COMPLETE SHIP-TO-SHORE MOVE
Op Plan - Issue Warning Orders/Mission-Oriented Orders as required, Updates to Comms Plan

CTP data
MAGTF CE (LFOC), Subordinate CE (Seaborne or Airborne)

Voice/Data, TCO/C2PC
SINCGARS, HF,  UHF DAMA SATCOM, EPLRS, HAVEQUICK
AAAV(C) and AAAV(P)

System – TCO/C2PC, Media – Data or Voice, std crypto
Yes
Data/voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (voice)(T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces
COMPLETE SHIP-TO-SHORE MOVE
Op Plan

CTP data
MAGTF CE (LFOC) and Subordinate CE  

TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
AAAV(C) and AAAV(P)

System – TCO/C2PC, Media – Data, std crypto
Yes
Data - VMF messages
<5 minutes (T)

<2minutes (O)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces
COMPLETE SHIP-TO-SHORE MOVE
Updates to Intelligence as required to meet current operational situation
MAGTF CE (JIC), Subordinate CE, Recon Elements 

IAS (MIDB)
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
AAAV(C) and AAAV(P)

System – IAS/C2PC, Media – Data, std crypto
Yes
Data - VMF messages

Imagery - NITF format or JPG files
<5 minutes (T)

<2minutes (O)
Secret

TA 4.4 (Conduct Jt Log), TA 5.5 (Direct Forces)
COMPLETE SHIP-TO-SHORE MOVE
Updates to Logistics as required to meet operational situation, Request Logistics Resupply, MEDEVAC and Equipment Evacuation, and Equipment/POL/Ammo status
MAGTF CE (TACLOG), Subordinate CE  

TCO via free text message
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
AAAV(C) and AAAV(P)

System – TCO/C2CP, Media –Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O)

<5 seconds

(Voice)(T)
Secret

TA 4.4 (Conduct Jt Log), TA 5.5 (Direct Forces)
COMPLETE SHIP-TO-SHORE MOVE
Update on Requests, Logistics Resupply, MEDEVAC and Equipment Evacuation, and Equipment/POL/Ammo status
AAAVs

System – CCS/TCO/C2CP, 

TCO via free text message and CCS/TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS, UHF HAVEQUICK
MAGTF CE (TACLOG), Subordinate CE's, LCAC, Airborne  Log Assets

System -TCO/C2PC

 Media –Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds

(Voice) (T)
Secret

TA 5.5 (Direct Forces), TA 3.1 (Process Tgts), TA 3.2 (Engage Tgts), TA 3.3 (Coord Maneuver and Firepower), TA 3.4 (Integrate Tactical

Firepower)
COMPLETE SHIP-TO-SHORE MOVE
Updates to Fire Support to meet operational situation

Fire Support Data/Info - FSCMs, etc.
MAGTF CE (SACC), NSFS Ships, Subordinate CE,  Firing units,  observers/sensors, AAAV(P)

AFATDS, DACT, NFCS, CCS
SINCGARS, HF, UHF HAVEQUICK (CAS use)
AAAV(C)

System – AFATDS

Media – Data, and/or voice, std crypto.

AAAV(P) to CAS – Voice
Yes
Data/Voice

Data - Specific K02 VMF messages
FS Annex FirePlans:

<5 minutes (T) <2 minutes (O)

Fire Support Engage<1 minutes (T)

<30 seconds (O)

<5 seconds (Voice) (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces) TA 6.5 (Provide CID)
COMPLETE SHIP-TO-SHORE MOVE
Updates to FS/Intel/Maneuver data/info

Current Ops – AAAV(P)

Aircraft-to-surface CID
AAAV(P)s, AAAV(C)s and aircraft

CCS
EPLRS, SINCGARS, HF,  UHF DAMA SATCOM,  UHF HAVEQUICK
AAAV(C)s, AAAV(P)s,

System – CCS, TCO, IAS, AFATDS

Media – Data/voice, std crypto
Yes
Data/voice

Data - VMF Messages
<5 minutes (T)

<2minutes (O)  <12 seconds (CID) (O)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces
COMPLETE SHIP-TO-SHORE MOVE
CTP/PLI data
GPS Satellite

GPS Satellite
Magellan GPS
AAAV(C)s, AAAV(P)s,

System – CCS/PCD 

Media – GPS Data

GPS Encryption
Yes
Data - GPS data format information
<10 seconds (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
COMPLETE SHIP-TO-SHORE MOVE
Op Plan

CTP data
AAAV(P)

CCS/C2PC
SINCGARS, EPLRS
AAAV(C) 

System – TCO/C2PC, Media – Data/Voice, std crypto
Yes
Data//voice

Data - VMF messages
<5 minutes (T)

<2minutes (O)<5 seconds (T)
Secret

TA 1.1 (Position Forces),  TA 2.2 (Obtain Intel Info),

TA 5.5 (Direct Forces
COMPLETE SHIP-TO-SHORE MOVE
FS/intel/maneuver data/info AAAV(C)

Current intel/Spot/Salute – AAAV(P)


MAGTF CE (LFOC/JIC), Recon Elements 

Voice, DCT, DACT, TCO
SINCGARS, UHF SATCOM, HF
AAAV(C) and AAAV(P)

System – CCS, TCO, IAS, AFATDS Media – Voice or Data, std crypto.
Yes
Data/voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (voice) (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces
ESTABLISH CP ASHORE
Op Plan - Warning Orders/Frag Orders, Updates to FS/Maneuver/Intel data

(to include receipt of Imagery via IAS), Updates/mods, as required, to Annex K to meet operational situation
MAGTF CE (LFOC/JIC), Subordinate CE

(Seaborne or Airborne)h

CCS/C2PC, TCO, IAS, AFATDS

Theater Injection Point to the MAGTF CE (JIC):  GBS


SINCGARS, HF, DAMA SATCOM, UHF HAVEQUICK, EPLRS

Imagery:  Theater Injection Point  - GBS (O)
AAAV(C)

System – CCS/C2PC, TCO, IAS, AFATDS

Media – Data/voice, std crypto
Yes

Imagery:  Not Critical
Data/voice 

Data - VMF messages

NITF and JPG formats for imagery
<5 minutes (T)

<2minutes (O) <5 seconds (voice) (T)

Imagery:

1 hr (O)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces
ESTABLISH CP ASHORE
Op Plan

CTP data
MAGTF CE (LFOC), Subordinate CE's 

TCO/C2PC
SINCGARS, HF,  UHF DAMA SATCOM, EPLRS,
AAAV(C) 

System – TCO/C2PC, Media – Data/Voice, std crypto
Yes
Data/Voice

Data- VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (voice) (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces
ESTABLISH CP ASHORE
Updates to Intelligence as required to meet the operational situation
MAGTF CE (JIC), Subordinate CE, Recon Elements 

IAS (MIDB)
SINCGARS, HF,  UHF DAMA SATCOM, EPLRS
AAAV(C)

System – IAS/C2PC, Media – Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages

Imagery - NITF format or JPG files
<5 minutes (T)

<2minutes (O) <5 seconds (voice) (T)
Secret

TA 4.4 (Conduct Jt Log), TA 5.5 (Direct Forces)
ESTABLISH CP ASHORE
Updates to Logistics to meet the opeational situation,

Request Logistics Resupply, MEDEVAC and Equipment Evacuation, and Equipment/POL/Ammo status
MAGTF HQ(TACLOG), Subordinate CE's, AAAV(P)

TCO via free text message
SINCGARS, HF,  UHF DAMA SATCOM, EPLRS
AAAV(C)

System – TCO/C2CP, Media –Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (voice) (T)
Secret

TA 4.4 (Conduct Jt Log), TA 5.5 (Direct Forces)
ESTABLISH CP ASHORE
Update on Requests, Logistics Resupply, MEDEVAC and Equipment Evacuation, and Equipment/POL/Ammo status
AAAVs

System – CCS/TCO/C2CP, 

TCO via free text message and CCS/TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS, UHF HAVEQUICK
MAGTF CE (TACLOG), Subordinate CE's, LCAC, Airborne  Log Assets

System -TCO/C2PC

 Media –Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds

(Voice) (T)
Secret

TA 5.5 (Direct Forces), TA 3.1 (Process Tgts), TA 3.2 (Engage Tgts), TA 3.3 (Coord Maneuver and Firepower), TA 3.4 (Integrate Tactical

Firepower)
ESTABLISH CP ASHORE
Updates to Fire Support information, as required, to meet operational situation

Fire Support Data/Info
SACC, NSFS Ships, Firing units, AAAV(P), Observers/sensors

AFATDS, NFCS, CCS, DACT
SINCGARS, HF,  UHF HAVEQUICK (CAS use)
AAAV(C)

System – AFATDS

Media – Data, and/or voice, std crypto.

AAAV(P) to CAS – Voice
Yes
Data/Voice

Data - VMF messages
FS Annex FirePlans:

<5 minutes (T) <2 minutes (O)

Fire Support Engage<1 minutes (T)

<30 seconds (O)

<5 seconds (Voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 5.5 (Direct Forces)

TA 6.5 (Provide CID)
ESTABLISH CP ASHORE
Updates to FS/Intel/Maneuver data/info, Aircraft-to-surface and Surface-to-surface CID
AAAV(P)s, AAAV(C)s, US aircraft, and US armored systems

CCS, To be determined CID system
EPLRS, SINCGARS, HF,  UHF DAMA SATCOM,  UHF HAVEQUICK
AAAV(C)

System – CCS, TCO, IAS, AFATDS, TBD CID system

Media – Data/voice, std crypto
Yes
Data/voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <12 seconds (CID) (O)<5 seconds (Voice) (T)
Secret

TA 1.1 (Position Forces)
ESTABLISH CP ASHORE
CTP/PLI data (PLI)
GPS Satellite

GPS Satellite
Magellan GPS
AAAV(C)

System – CCS/PCD 

Media – GPS Data

GPS Encryption
Yes
Data - GPS data format information
<10 seconds (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
COMPLETE SHIP-TO-SHORE MOVE
Op Plan

CTP data
AAAV(P)

CCS/C2PC

AAAV(C) will transmit to the AAAV(P) it's location via forces CTP transfer.
SINCGARS, EPLRS
AAAV(C) 

System – TCO/C2PC, Media – Data/Voice, std crypto
Yes
Data/voice

Data - VMF messages
<5 minutes (T)

<2minutes (O)<5 seconds (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 5.5 (Direct Forces)
ESTABLISH CP ASHORE
Updates on Op Plan 

 FS/Intel/Maneuver data – AAAV(C)

Maneuver data – AAAV(P)
Alpha Command Group (AAAV(C) and (P)

CCS/C2PC, TCO, IAS, AFATDS

Alpha Command also receives updates from Bravo Command Group to include CTP/PLI updates.
SINCGARS, HF,  UHF DAMA SATCOM, EPLRS
Bravo Command Group AAAV(C)

System – TCO/C2PC, IAS, AFATDS Media – Data, std crypto
Yes
Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (voice) (T)
Secret

TA 1.1 (Position Forces), TA 2.2 (Obtain Intel Info), 
ESTABLISH CP ASHORE
Updates/current situation to FS/intel/maneuver data/info
Recon Elements

Voice, DCT, DACT, TCO
SINCGARS, UHF DAMA SATCOM, HF
AAAV(C)

System – CCS, TCO, IAS, AFATDS Media – Voice or Data, std crypto.
Yes
Data/voice

Data - VMF messages
<5 minutes (Data) <2 minutes (O)  <5 seconds (voice) 
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas),TA 5.1 (Status of Force Reporting), TA 5.4 (Determine Actions), TA 5.5 (Direct Forces), TA 3.1 (Process Tgts), TA  3.2 (Engage Tgts), TA 3.3 (Coordinate Maneuver and Firepower), TA 3.4 (Integrate Tactical Firepower)
ESTABLISH CP ASHORE
Updates, as required, to Op Plan – FS/Intel/Maneuver data/info, CTP data
Joint Forces CE s

MCS, ASAS, and AFATDS via the MAGTF CE/Joint Forces Comms topology.

Joint Forces also receive C2 data from AAAV(C). Effective Interoperability dependent on level of standardization of interface between the identified C2 systems.
SINCGARS, EPLRS, UHF DAMA SATCOM,  HF
System – CCS/C2PC, TCO, IAS, AFATDS

Media – Data/Voice, std crypto
Yes 
Data/Voice

Data - VMF messages
<15 minutes (C2 data) (T)

< 8 minute (O)

<5 seconds 

(Voice) (T)
Secret


TA 1.1 (Position Forces), TA 1.5 (Control Land Areas),TA 5.1 (Status of Force Reporting), TA 5.4 (Determine Actions), TA 5.5 (Direct Forces), TA 3.1 (Process Tgts), TA  3.2 (Engage Tgts), TA 3.3 (Coordinate Maneuver and Firepower), TA 3.4 (Integrate Tactical Firepower)
ESTABLISH CP ASHORE
Updates, as required, to FS/Intel/Maneuver data/info, CTP data
Coalition/Allied Forces  CE s

LNO provided TCO, IAS, C2PC, and AFATDS 

MAGTF/Coalition Comms topology.

Coalition/Allied Forces also receive C2 data from AAAV(C). Effective Interoperability dependent on level of standardization of interface between the identified C2 systems.
SINCGARS, EPLRS, UHF DAMA SATCOM,  HF
AAAV(C)

System – CCS/C2PC, TCO, IAS, AFATDS

Media – Data/Voice, std crypto
No
Data/Voice

Data - VMF messages
(C2 data)

<15 minutes  (T)

< 8 minute (O)

Voice

<5 seconds 

(T), <2 seconds (O)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 5.5 (Direct Forces), TA 3.3 (Coordinate Maneuver and Firepower), TA 3.4 (Integrate Tactical Firepower)
OFFENSIVE COMBAT OPS
Updates, as required, to FS/Intel/Maneuver data/info

AAAV(C)

Current Updates to  Intel/maneuver ops – AAAV(P),

Updates to Annex K, as required, to meet operational situation
MAGTF CE (LFOC/JIC), Subordinate CE (Land, Sea, or Airborne)

AFATDS, IAS, TCO/C2PC
SINCGARS, HF, DAMA SATCOM, EPLRS UHF, HAVEQUICK
AAAV(C) and AAAV(P)

System – AFATDS, IAS, TCO/C2PC Media – Data or Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 5.5 (Direct Forces),
OFFENSIVE COMBAT OPS
Updates, as required,  to FS/Intel/Maneuver data/info

AAAV(C)

Current Updates to Intel/maneuver data – 

AAAV(P)
MAGTF CE (LFOC) and Subordinate CE  

AFATDS, IAS, TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
AAAV(C) and AAAV(P)

System – AFATDS, IAS, TCO/C2PC, Media – Data, std crypto
Yes
Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 2.2 (Obtain Intel Info), TA 5.5 (Direct Forces),
OFFENSIVE COMBAT OPS
Updates, as required, to Intelligence info to meet the operational situation.
MAGTF CE (JIC), Subordinate CE , Recon Elements 

IAS (MIDB)
SINCGARS, HF,  UHF DAMA SATCOM, EPLRS
AAAV(C

System – IAS/C2PC, Media – Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages

Imagery - NITF format or JPG files
<5 minutes (T)

<2minutes (O) <5 seconds (voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 2.2 (Obtain Intel Info), TA 5.5 (Direct Forces)
OFFENSIVE COMBAT OPS
Intelligence Updates/Current Intel Situation/Overlay data/Reports
AAAV(P) and AAAV(C) 

IAS/C2PC (MIDB)
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
MAGTF CE (JIC), Subordinate CE's, System – IAS/C2PC, Media – Data, std crypto
Yes
Data - VMF messages

Imagery - NITF format or JPG files
<5 minutes (T)

<2minutes (O)
Secret

TA 4.2 (Supply and Transport), TA 4.4 (Conduct Jt Log Ops), TA 5.5 (Direct Forces)
OFFENSIVE COMBAT OPS
Updates, as required, to Logistics info/data to meet the operational situation, Request Logistics Resupply, MEDEVAC and Equipment Evacuation, and Equipment/POL/Ammo status
MAGTF CE (TACLOG), Subordinate CE  

TCO via free text message
SINCGARS, HF,  UHF DAMA SATCOM, UHF HAVEQUICK
AAAV(C) and AAAV(P)

System – TCO/C2CP, Media –Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
 <5 minutes (T)

<2minutes (O) <5 seconds (voice) (T)
Secret

TA 4.2 (Supply and Transport), TA 4.4 (Conduct Jt Log), TA 5.5 (Direct Forces)
OFFENSIVE COMBAT OPS
Update on Requests, Logistics Resupply, MEDEVAC and Equipment Evacuation, and Equipment/POL/Ammo status
AAAVs

System – CCS/TCO/C2CP, 

TCO via free text message and CCS/TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS, UHF HAVEQUICK
MAGTF CE (TACLOG), Subordinate CE's, LCAC, Airborne  Log Assets

System -TCO/C2PC

 Media –Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds

(Voice) (T)
Secret

TA 5.5 (Direct Forces), TA 3.1 (Process Tgts), TA 3.2 (Engage Tgts), TA 3.3 (Coord Maneuver and Firepower), TA 3.4 (Integrate Tactical

Firepower)
OFFENSIVE COMBAT OPS
Updates, as required, to Fire Support info/data to meet the operational situation, Fire Support Data/Info - FSCMs, Ammo Status, FIRECAP data
MAGTF CE (LFOC), NSFS Ships, Subordinate CE, SACC, NSFS Ships, Firing units, AAAV(P), Observers/sensors

AFATDS, NFCS, CCS, DACT
SINCGARS, HF, UHF HAVEQUICK (CAS use)
AAAV(C) and AAAV(P)

System – AFATDS

Media – Data, and/or voice, std crypto.

AAAV(P) to CAS – Voice
Yes
Data/Voice

Data - Specific K02 VMF messages
FS Annex FirePlans:

<5 minutes (T) <2 minutes (O)

Fire Support Engage<1 minutes (T)

<30 seconds (O)

<5 seconds (Voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 5.5 (Direct Forces),

TA 6.5 (Provide CID)
OFFENSIVE COMBAT OPS
Updates, as required, to FS/Intel/Maneuver data/info to meet the operational situation – AAAV(C)

Current intel/maneuver data/info – AAAV(P)

Aircraft-to-surface and Surface-to-surface CID
AAAV(P)s, AAAV(C)s, US aircraft, and US armored systems

CCS, To be determined CID system
EPLRS, SINCGARS, HF, UFH DAMA SATCOM,  UHF HAVEQUICK
AAAV(C)s, AAAV(P)s,

System – CCS, TCO, IAS, AFATDS, TBD CID system

Media – Data/voice, std crypto
Yes
Data/voice

Data -VMF messages
<5 minutes (T)

<2minutes (O) <12 seconds (CID) (O)<5 seconds (Voice) (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces),
OFFENSIVE COMBAT OPS
CTP/PLI data 
GPS Satellite

GPS Satellite
Magellan GPS
AAAV(C)s, AAAV(P)s,

System – CCS/PCD 

Media – GPS Data

GPS Encryption
Yes
Data - GPS data format information
<10 seconds (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
OFFENSIVE COMBAT OPS
Op Plan

CTP data, Call for Fire, Engagement/Adjustment, Fire and Maneuver, Salute/Spot Information/Intel/Logistics updates
AAAV(P)

CCS/C2PC

AAAV(C) will transmit to the AAAV(P) it's location via forces CTP transfer.
SINCGARS, EPLRS
AAAV(C) 

System – TCO/C2PC, 
AFATDS, IAS.  Media – Data/Voice, std crypto
Yes
Data/voice

Data - VMF messages
<5 minutes (T)

<2minutes (O)<5 seconds (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 5.5 (Direct Forces),
OFFENSIVE COMBAT OPS
Updates on Op Plan 

 FS/Intel/Maneuver data – AAAV(C)

Maneuver data – AAAV(P)
Alpha Command Group (AAAV(C) and (P)

CCS, TCO, IAS, AFATDS

Alpha Command also receives updates from Bravo Command Group to include CTP/PLI updates.
SINCGARS, HF, UHF DAMA SATCOM
Bravo Command Group AAAV(C), AAAV(P),

System – TCO/C2PC, IAS, AFATDS Media – Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (Voice) (T)
Secret

TA 1.1 (Position Forces), TA 2.2 (Obtain Intel Info),TA 3.1 (Process Targets), TA 3.2 (Attack Targets)
OFFENSIVE COMBAT OPS
Updates, as required, to FS/intel/maneuver data info to meet the operational situation – AAAV(C)

Current maneuver/intel data info – AAAV(P)
MAGTF CE, Recon Elements 

Voice, DCT, DACT, TCO
SINCGARS, UHF DAMA SATCOM, HF
AAAV(C) and AAAV(P)

System – CCS, TCO, IAS, AFATDS Media – Data/Voice, std crypto.
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas),TA 5.1 (Status of Force Reporting), TA 5.4 (Determine Actions), TA 5.5 (Direct Forces), TA 3.1 (Process Tgts), TA  3.2 (Engage Tgts), TA 3.3 (Coordinate Maneuver and Firepower), TA 3.4 (Integrate Tactical Firepower)
OFFENSIVE COMBAT OPS
Updates, as required to the Op Plan – FS/Intel/Maneuver data/info, CTP data, to meet the operational situation
Joint Forces CE s

MCS, ASAS, and AFATDS via the MAGTF CE/Joint Forces Comms topology.

Joint Forces also receive C2 data from AAAV(C). Effective Interoperability dependent on level of standardization of interface between the identified C2 systems.
SINCGARS, EPLRS, UHF DAMA SATCOM,  HF
AAAV(C)

System – CCS/C2PC, TCO, IAS, AFATDS

Media – Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
(C2 data) <15 minutes (T)

< 8 minute (O)

<5 seconds 

(Voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas),TA 5.1 (Status of Force Reporting), TA 5.4 (Determine Actions), TA 5.5 (Direct Forces), TA 3.1 (Process Tgts), TA  3.2 (Engage Tgts), TA 3.3 (Coordinate Maneuver and Firepower), TA 3.4 (Integrate Tactical Firepower)
OFFENSIVE COMBAT OPS
Updates, as required, to the Op Plan – FS/Intel/Maneuver data/info, CTP data, to meet the operational situation
Coaliition/Allied Forces  CE s

LNO provided TCO, IAS, C2PC, and AFATDS 

MAGTF/Coalition Comms topology.

Coalition/Allied Forces also receive C2 data from AAAV(C). Effective Interoperability dependent on level of standardization of interface between the identified C2 systems.
SINCGARS, EPLRS, UHF DAMA SATCOM,  HF
AAAV(C)

System – CCS/C2PC, TCO, IAS, AFATDS

Media – Data/Voice, std crypto
No
Data/Voice

Data VMF messages
(C2 data) <15 minutes (T)

< 8 minute (O)

<5 seconds 

(Voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 5.5 (Direct Forces)
DEFENSIVE COMBAT OPS
Updates, as required, to FS/Intel/Maneuver data/info

AAAV(C)

Current Updates to  Intel/maneuver ops – AAAV(P),

Updates to Annex K, as required, to meet operational situation
MAGTF CE, Subordinate CE (Land, Sea, or Airborne)

AFATDS, IAS, TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS, UHF HAVEQUICK
AAAV(C) and AAAV(P)

System – AFATDS, IAS, TCO/C2PC Media – Data or Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (Voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 5.5 (Direct Forces),TA 2.2 (Obtain Intel Info)
DEFENSIVE COMBAT OPS
Updates, as required, to Intelligence info to meet the operational situation.
MAGTF CE (JIC), Subordinate CE, Recon Elements 

IAS (MIDB)
SINCGARS, HF, UHF DAMA SATCOM,  UHF HAVEQUICK
AAAV(C)

System – IAS/C2PC, Media – Data/voice, std crypto
Yes
Data/Voice

Data - VMF messages

Imagery - NITF format or JPG files
<5 minutes (T)

<2minutes (O) <5 seconds (Voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 2.2 (Obtain Intel Info), TA 5.5 (Direct Forces)
DEFENSIVE COMBAT OPS
Intelligence Updates/Current Intel Situation/Overlay data/Reports
AAAV(P) and AAAV(C) 

IAS/C2PC (MIDB)
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
MAGTF CE (JIC), Subordinate CE's, System – IAS/C2PC, Media – Data, std crypto
Yes
Data - VMF messages

Imagery - NITF format or JPG files
<5 minutes (T)

<2minutes (O)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 5.5 (Direct Forces),
DEFENSIVE COMBAT OPS
Updates, as required,  to FS/Intel/Maneuver data/info

AAAV(C)

Current Updates to Intel/maneuver data – 

AAAV(P)
MAGTF CE (LFOC) and Subordinate CE  

AFATDS, IAS, TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
AAAV(C) and AAAV(P)

System – AFATDS, IAS, TCO/C2PC, Media – Data, std crypto
Yes
Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (Voice) (T)
Secret

TA 4.2 (Supply and Transport), TA 4.4 (Conduct Jt Log Ops), TA 5.5 (Direct Forces)
DEFENSIVE COMBAT OPS
Updates, as required, to Logistics info/data to meet the operational situation, Request Logistics Resupply, MEDEVAC and Equipment Evacuation, and Equipment/POL/Ammo status
MAGTF CE  (TACLOG), Subordinate CE  

TCO via free text message
SINCGARS, HF, UHF DAMA SATCOM,  UHFHAVEQUICK
AAAV(C) and AAAV(P)

System – TCO/C2PC, Media –Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (Voice) (T)
Secret

TA 4.2 (Supply and Transport), TA 4.4 (Conduct Jt Log), TA 5.5 (Direct Forces)
DEFENSIVE COMBAT OPS
Update on Requests, Logistics Resupply, MEDEVAC and Equipment Evacuation, and Equipment/POL/Ammo status
AAAVs

System – CCS/TCO/C2CP, 

TCO via free text message and CCS/TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS, UHF HAVEQUICK
MAGTF CE (TACLOG), Subordinate CE's, LCAC, Airborne  Log Assets

System -TCO/C2PC

 Media –Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds

(Voice) (T)
Secret

TA 5.5 (Direct Forces), TA 3.1 (Process Tgts), TA 3.2 (Engage Tgts), TA 3.3 (Coord Maneuver and Firepower), TA 3.4 (Integrate Tactical

Firepower)
DEFENSIVE COMBAT OPS
Updates, as required, to Fire Support info/data to meet the operational situation, Fire Support Data/Info - FSCMs, Ammo Status, FIRECAP data
MAGTF CE (LFOC), NSFS Ships, Subordinate CE, SACC, NSFS Ships, Firing units, AAAV(P), Observers/sensors

AFATDS, NFCS, CCS, DACT
SINCGARS, HF,  UHF HAVEQUICK (CAS use)
AAAV(C)

System – AFATDS

Media – Data, and/or voice, std crypto.

AAAV(P) to CAS – Voice
Yes
Data/Voice

Data - Specific K02 VMF messages
FS Annex FirePlans:

<5 minutes (T) <2 minutes (O)

Fire Support Engage<1 minutes (T)

<30 seconds (O)

<5 seconds (Voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 5.5 (Direct Forces), TA 6.5 (Provide CID)
DEFENSIVE COMBAT OPS
Updates, as required, to FS/Intel/Maneuver data/info to meet the operational situation – AAAV(C)

Current intel/maneuver data/info – AAAV(P)

Aircraft-to-surface and Surface-to-surface CID
AAAV(P)s, AAAV(C)s, US aircraft, and US armored systems

CCS, To be determined CID system
EPLRS, SINCGARS, HF, UHF DAMA SATCOM, UHF HAVEQUICK
AAAV(C) and AAAV(P)

System – CCS, TCO, IAS, AFATDS, TBD CID system

Media – Data/voice, std crypto
Yes
Data/voice 

Data - VMF messages
<5 minutes (T), 2 minutes (O)

(FS data) <1minute (T), 30 seconds (O)

<12 seconds (CID), <5 seconds (Voice)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces),
DEFENSIVE COMBAT OPS
CTP/PLI data 
GPS Satellite

GPS Satellite
Magellan GPS
AAAV(C) and AAAV(P)

System – CCS/PCD 

Media – GPS Data

GPS Encryption
Yes
Data - GPS data format information
<10 seconds (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 5.5 (Direct Forces),
DEFENSIVE COMBAT OPS
Updates on Op Plan 

 FS/Intel/Maneuver data – AAAV(C)

Maneuver data – AAAV(P)
Alpha Command Group (AAAV(C) and (P)

CCS, TCO, IAS, AFATDS

Alpha Command also receives updates from Bravo Command Group to include CTP/PLI updates.
SINCGARS, HF, UHF DAMA SATCOM
Bravo Command Group AAAV(C) and AAAV(P) System – TCO/C2PC, IAS, AFATDS Media – Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (Voice) (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
DEFENSIVE COMBAT OPS
Op Plan

CTP data, Call for Fire, Engagement/Adjustment, Fire and Maneuver, Salute/Spot Information/Intel/Logistics updates
AAAV(P)

CCS/C2PC

AAAV(C) will transmit to the AAAV(P) it's location via forces CTP transfer.
SINCGARS, EPLRS
AAAV(C) 

System – TCO/C2PC, AFATDS, IAS.  Media – Data/Voice, std crypto
Yes
Data//voice

Data - VMF messages
<5 minutes (T)

<2minutes (O)<5 seconds (T)
Secret

TA 1.1 (Position Forces), TA 2.2 (Obtain Intel Info),TA 3.1 (Process Targets), TA 3.2 (Attack Targets)
DEFENSIVE COMBAT OPS
Updates, as required, to FS/intel/maneuver data info to meet the operational situation – AAAV(C)

Current maneuver/intel data info – AAAV(P)
Recon Elements

Voice, DCT, DACT, TCO
SINCGARS, UHF DAMA SATCOM, HF
AAAV(C) and AAAV(P)

System – CCS, TCO, IAS, AFATDS Media – Voice or Data, std crypto.
Yes
Data/voice

Data - VMF messages
<5 minutes (T), 2 minutes (O)

(FS data) <1minute (T), 30 seconds (O)

<5 seconds (Voice)(T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas),TA 5.1 (Status of Force Reporting), TA 5.4 (Determine Actions), TA 5.5 (Direct Forces), TA 3.1 (Process Tgts), TA  3.2 (Engage Tgts), TA 3.3 (Coordinate Maneuver and Firepower), TA 3.4 (Integrate Tactical Firepower)
DEFENSIVE COMBAT OPS
Updates, as required to the Op Plan – FS/Intel/Maneuver data/info, CTP data, to meet the operational situation
Joint Forces CE s

MCS, ASAS, and AFATDS via the MAGTF CE/Joint Forces Comms topology

Joint Forces also receive C2 data from AAAV(C). Effective Interoperability dependent on level of standardization of interface between the identified C2 systems.
SINCGARS, EPLRS, UHF DAMA SATCOM,  HF
AAAV(C)

System – CCS/C2PC, TCO, IAS, AFATDS

Media – Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
(C2 data) <15 minutes (T)

< 8 minute (O)

<5 seconds 

(Voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas),TA 5.1 (Status of Force Reporting), TA 5.4 (Determine Actions), TA 5.5 (Direct Forces), TA 3.1 (Process Tgts), TA  3.2 (Engage Tgts), TA 3.3 (Coordinate Maneuver and Firepower), TA 3.4 (Integrate Tactical Firepower)
DEFENSIVE COMBAT OPS
Updates, as required, to the Op Plan – FS/Intel/Maneuver data/info, CTP data, to meet the operational situation
Coalition/Allied Forces  CE s

LNO provided TCO, IAS, C2PC, and AFATDS 

MAGTF/Coalition Comms topology.

Coalition/Allied Forces also receive C2 data from AAAV(C). Effective Interoperability dependent on level of standardization of interface between the identified C2 systems.
SINCGARS, EPLRS, UHF DAMA SATCOM,  HF
AAAV(C)

System – CCS/C2PC, TCO, IAS, AFATDS

Media – Data/Voice, std crypto
No
Data/Voice

Data - VMF messages
(C2 data) <15 minutes (T)

< 8 minute (O)

<5 seconds 

(Voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 2.2 (Obtain Intel Info), TA 5.5 (Direct Forces), TA 3.3 (Coordinate Maneuver and Firepower), TA 3.4 (Integrate Tactical Firepower)
OTHER FORMS OF OPERATIONS
Updates, as required, to FS/Intel/Maneuver data/info

AAAV(C)

Current Updates to  Intel/maneuver ops – AAAV(P),

Updates to Annex K, as required, to meet operational situation
MAGTF CE, Subordinate CE (Land, Sea, or Airborne)

AFATDS, IAS, TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS, UHF HAVEQUICK
AAAV(C) and AAAV(P)

System – AFATDS, IAS, TCO/C2PC Media – Data or Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (Voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 5.5 (Direct Forces
OTHER FORMS OF OPERATIONS
Updates, as required,  to FS/Intel/Maneuver data/info

AAAV(C)

Current Updates to Intel/maneuver data – 

AAAV(P)
MAGTF CE (LFOC) and Subordinate CE  

AFATDS, IAS, TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
AAAV(C) and AAAV(P)

System – AFATDS, IAS, TCO/C2PC, Media – Data, std crypto
Yes
Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (Voice) (T)
Secret


TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 5.5 (Direct Forces),TA 2.2 (Obtain Intel Info)
OTHER FORMS OF OPERATIONS
Updates, as required, to Intelligence info to meet the operational situation.
MAGTF CE (JIC), Subordinate CE, Recon Elements 

IAS (MIDB)
SINCGARS, HF, UHF DAMA SATCOM,  UHFHAVEQUICK
AAAV(C) 

System – IAS/C2PC, Media – Data/voice, std crypto
Yes
Data/Voice

Data - VMF messages

Imagery - NITF format or JPG files
<5 minutes (T)

<2minutes (O) <5 seconds (Voice) (T)
Secret


TA 4.2 (Supply and Transport), TA 4.4 (Conduct Jt Log Ops), TA 5.5 (Direct Forces)
OTHER FORMS OF OPERATIONS
Updates, as required, to Logistics info/data to meet the operational situation, Request Logistics Resupply, MEDEVAC and Equipment Evacuation, and Equipment/POL/Ammo status
MAGTF CE (TACLOG), Subordinate CE  

TCO via free text message
SINCGARS, HF, UHF DAMA SATCOM,  UHF HAVEQUICK
AAAV(C) and AAAV(P)

System – TCO/C2CP, Media –Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (Voice) (T)
Secret

TA 4.2 (Supply and Transport), TA 4.4 (Conduct Jt Log), TA 5.5 (Direct Forces)
OTHER FORMS OF OPERATIONS
Update on Requests, Logistics Resupply, MEDEVAC and Equipment Evacuation, and Equipment/POL/Ammo status
AAAVs

System – CCS/TCO/C2CP, 

TCO via free text message and CCS/TCO/C2PC
SINCGARS, HF, UHF DAMA SATCOM, EPLRS, UHF HAVEQUICK
MAGTF CE (TACLOG), Subordinate CE's, LCAC, Airborne  Log Assets

System -TCO/C2PC

 Media –Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds

(Voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 2.2 (Obtain Intel Info), TA 5.5 (Direct Forces)
OTHER FORMS OF OPERATIONS
Intelligence Updates/Current Intel Situation/Overlay data/Reports
AAAV(P) and AAAV(C) 

IAS/C2PC (MIDB)
SINCGARS, HF, UHF DAMA SATCOM, EPLRS
MAGTF CE (JIC), Subordinate CE's, System – IAS/C2PC, Media – Data, std crypto
Yes
Data - VMF messages

Imagery - NITF format or JPG files
<5 minutes (T)

<2minutes (O)
Secret

TA 5.5 (Direct Forces), TA 3.1 (Process Tgts), TA 3.2 (Engage Tgts), TA 3.3 (Coord Maneuver and Firepower), TA 3.4 (Integrate Tactical

Firepower)
OTHER FORMS OF OPERATIONS
Updates, as required, to Fire Support info/data to meet the operational situation, Fire Support Data/Info - FSCMs, Ammo Status, FIRECAP data
MAGTF CE (LFOC), NSFS Ships, Subordinate CE, SACC, NSFS Ships, Firing units, AAAV(P), Observers/sensors

AFATDS, NFCS, CCS, DACT
SINCGARS, HF, UHF HAVEQUICK (CAS use)
AAAV(C)

System – AFATDS

Media – Data, and/or voice, std crypto.

AAAV(P) to CAS – Voice
Yes
Data/Voice

Data - VMF messages
FS Annex FirePlans:

<5 minutes (T) <2 minutes (O)

Fire Support Engage<1 minutes (T)

<30 seconds (O)

<5 seconds (Voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 3.2 (Attack Targets) TA 5.5 (Direct Forces), TA 6.5 (Provide CID)
OTHER FORMS OF OPERATIONS
Updates, as required, to FS/Intel/Maneuver data/info to meet the operational situation – AAAV(C)

Current intel/maneuver data/info – AAAV(P)

Aircraft-to-surface and Surface-to-surface CID
AAAV(P)s, AAAV(C)s, US aircraft, and US armored systems

CCS/C2PC, To be determined CID system
EPLRS, SINCGARS, HF,  UHF DAMA SATCOM, UHF HAVEQUICK
AAAV(C) and AAAV(P)

System – CCS/C2PC, TCO, IAS, AFATDS, TBD CID system

Media – Data/voice, std crypto
Yes
Data/voice

Data - VMF messages
<5 minutes (T), 2 minutes (O)

(FS data) <1minute (T), 30 seconds (O)

<12 seconds (CID), <5 seconds (Voice)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces),
OTHER FORMS OF OPERATIONS
CTP/PLI data 
GPS Satellite

GPS Satellite
Magellan GPS
AAAV(C) and AAAV(P)

System – CCS/C2PC/PCD 

Media – GPS Data

GPS Encryption
Yes
Data - GPS data format information
<10 seconds (T)
Secret

TA 1.1 (Position Forces), TA 5.5 (Direct Forces)
OTHER FORMS OF OPERATIONS
Op Plan

CTP data, Call for Fire, Engagement/Adjustment, Fire and Maneuver, Salute/Spot Information/Intel/Logistics updates
AAAV(P)

CCS/C2PC

AAAV(C) will transmit to the AAAV(P) it's location via forces CTP transfer.
SINCGARS, EPLRS
AAAV(C) 

System – TCO/C2PC, AFATDS, IAS.  Media – Data/Voice, std crypto
Yes
Data/voice

Data - VMF messages
<5 minutes (T)

<2minutes (O)<5 seconds (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas), TA 5.5 (Direct Forces),
OTHER FORMS OF OPERATIONS
Updates on Op Plan 

 FS/Intel/Maneuver data – AAAV(C)

Maneuver data – AAAV(P)
Alpha Command Group (AAAV(C) and (P)

CCS/C2PC, TCO, IAS, AFATDS

Alpha Command also receives updates from Bravo Command Group to include CTP/PLI updates.
SINCGARS, HF, UHF DAMA SATCOM
Bravo Command Group AAAV(C) and AAAV(P) System – TCO/C2PC, IAS, AFATDS Media – Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
<5 minutes (T)

<2minutes (O) <5 seconds (Voice) (T)
Secret

TA 1.1 (Position Forces), TA 2.2 (Obtain Intel Info),TA 3.1 (Process Targets), TA 3.2 (Attack Targets)
OTHER FORMS OF OPERATIONS
Updates, as required, to FS/intel/maneuver data info to meet the operational situation – AAAV(C)

Current maneuver/intel data info – AAAV(P)
MAGTF CE, Recon Elements

Voice, DCT, DACT, TCO
SINCGARS, UHF DAMA SATCOM, HF
AAAV(C) and AAAV(P)

System – CCS, TCO, C2PC IAS, AFATDS Media – Voice or Data, std crypto.
Yes
Data/voice

Data - VMF messages
<5 minutes (T), 2 minutes (O)

(FS data) <1minute (T), 30 seconds (O)

<5 seconds (Voice)(T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas),TA 5.1 (Status of Force Reporting), TA 5.4 (Determine Actions), TA 5.5 (Direct Forces), TA 3.1 (Process Tgts), TA  3.2 (Engage Tgts), TA 3.3 (Coordinate Maneuver and Firepower), TA 3.4 (Integrate Tactical Firepower)
OTHER FORMS OF OPERATIONS
Updates, as required to the Op Plan – FS/Intel/Maneuver data/info, CTP data, to meet theh operational situation
Coalition/Allied Forces  CE s

LNO provided TCO, IAS, C2PC, and AFATDS 

MAGTF/Coalition Comms topology

Coalition/Allied Forces also receive C2 data from AAAV(C). Effective Interoperability dependent on level of standardization of interface between the identified C2 systems.
SINCGARS, EPLRS, UHF DAMA SATCOM,  HF
AAAV(C) 

System – CCS, C2PC, TCO, IAS, AFATDS

Media – Data/Voice, std crypto
No
Data/Voice

Data - VMF messages
(C2 data) <15 minutes (T)

< 8 minute (O)

<5 seconds 

(Voice) (T)
Secret

TA 1.1 (Position Forces), TA 1.5 (Control Land Areas),TA 5.1 (Status of Force Reporting), TA 5.4 (Determine Actions), TA 5.5 (Direct Forces), TA 3.1 (Process Tgts), TA  3.2 (Engage Tgts), TA 3.3 (Coordinate Maneuver and Firepower), TA 3.4 (Integrate Tactical Firepower)
OTHER FORMS OF OPERATIONS
Updates, as required, to the Op Plan – FS/Intel/Maneuver data/info, CTP data, to meet the operational situation
Joint Forces CE s

MCS, ASAS, and AFATDS via the MAGTF CE/Joint Forces Comms topology

Joint Forces also receive C2 data from AAAV(C). Effective Interoperability dependent on level of standardization of interface between the identified C2 systems. 
SINCGARS, EPLRS, UHF DAMA SATCOM,  HF
AAAV(C)

System – CCS, C2PC, TCO, IAS, AFATDS

Media – Data/Voice, std crypto
Yes
Data/Voice

Data - VMF messages
(C2 data) <15 minutes (T)

< 8 minute (O)

<5 seconds 

(Voice) (T)
Secret



TA 5.1 (Status of Force Reporting) TA 5.4 (Determine Actions)
 OTHER FORMS OF OPERATIONS
Establish/Update, as required, the Op Plan – Logistics/FS/Intel/Maneuver data/info, CTP data, Annex K and communication links


AAAV(C)

System – CCS/C2PC, TCO, IAS, AFATDS


SINCGARS, EPLRS, UHF DAMA SATCOM,  HF
NGOs/Host Nation Agencies

USMC LNO provided TCO, IAS, C2PC, and AFATDS 

NGO Comms topology Media – Voice
No
Voice

Primary means of info exchange

Data dependent on LNO system availability (VMF messaging)
(C2 data) )

<12 seconds 

(O)
Unclass



TA 5.1 (Status of Force Reporting) TA 5.4 (Determine Actions), TA 5.5 (Direct Forces
OTHER FORMS OF OPERATIONS
Establish/Update, as required, the Op Plan – Logistics/FS/Intel/Maneuver data/info, CTP data, Annex K and communication links


NGOs/Host Nation Agencies

USMC LNO provided TCO, IAS, C2PC, and AFATDS 

NGO Comms topology
SINCGARS, EPLRS, UHF DAMA SATCOM,  HF
AAAV(C)

System – CCS/C2PC, TCO, IAS, AFATDS

Media - Voice, 
No
Voice - Primary means of info exchange

Data dependent on LNO system availability (VMF messaging)
(C2 data) )

<12 seconds 

(O)
Unclass
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