Appendix G

Glossary

A

Application—A collection of system components that supports a particular task or function. It includes end-to-end, multimedia communications as well as information management and decision support capability. Distributed computing applications are normally built using a three-tiered architecture consisting of the application server, data server, and presentation clients which may be physically on a single device or on multiple devices connected by a network. Communication applications normally involve a minimum of two communication devices connected by the network.

Application Area Profile - A profile created from multiple standards that specify multiple, diverse types of functionality for a particular application area (e.g., database, networking, graphics, operating system). (IEEE). (Joint Technical Architecture (JTA) Version 3.1, 31 March 2000).

Architecture - The structure of components, their relationships, and the principles and guidelines governing their design and evolution over time - C4I Architecture Framework (Version 1.0) - (IEEE)

Aviation Combat Element (ACE)—The MAGTF element that is task organized to provide all or a portion of the functions of Marine Corps aviation in varying degrees based on the tactical situation and the MAGTF mission and size.  These functions are air reconnaissance, anti-air warfare, assault support, offensive air support, electronic warfare, and control of aircraft and missiles.  The ACE is organized around n aviation headquarters and varies in size from a reinforced helicopter squadron to one or more Marine aircraft wing(s).  It includes those aviation command (including air control agencies), combat, combat support, and combat service support units required by the situation.  Normally, there is only one ACE in a MAGTF.

C

Combat Identification (CID) – CID is a combination of capabilities, systems, and technologies that when properly integrated and employed, provide near real time situational awareness to commanders and real time target identification to combatants in four mission areas:  surface-to-surface, air-to-surface, surface-to-air, and air-to-air.  CID systems will provide accurate characterization of entities in the battlespace to facilitate near real time application of tactical options by commanders and real time employment of weapon systems at their maximum effective ranges by operators.  Further, the employment of CID in conjunction with the MAGTF C4I Common Tactical Picture (CTP) situational awareness (SA), provides an effective means of preventing fratricide events, while still employing weapon systems effectively against the enemy.

Combat Operations Center (COC)—The primary operational agency required to control the tactical operations of a command that employs ground and aviation combat, combat support, and combat service support elements or portions thereof. The combat operations center continually monitors, records, and supervises operations in the name of the commander and includes the necessary personnel and communications to do the same. (FMFRP 0-14).

Combat Service Support Element (CSSE)—The MAGTF element that is task organized to provide the full range of combat service support necessary to accomplish the MAGTF mission.  CSSE can provide supply, maintenance, transportation, deliberate engineer, health, postal, disbursing, enemy prisoner of war, automated information systems, exchange, utilities, legal, and graves registration services.  The CSSE varies in size from a MEU service support group (MSSG) to a force service support group (FSSG).  Normally, there is only one combat service support element in a MAGTF.

Command—The authority that a commander in the Armed Forces lawfully exercises over subordinates by virtue of rank or assignment. Command includes the authority and responsibility for effectively using available resources and for planning the employment of, organizing, directing, coordinating, and controlling military forces for the accomplishment of assigned missions. It also includes responsibility for health, welfare, morale, and discipline of assigned personnel. (Joint Pub 0-2)

Command and Control (C2)—The exercise of authority and direction by a properly designated commander over assigned and attached forces in the accomplishment of the mission. Command and control functions are performed through an arrangement of personnel, equipment, communications, facilities, and procedures employed by a commander in planning, directing, coordinating, and controlling forces and operations in the accomplishment of the mission. (Joint Pub 1-02)

Command Element (CE)—The MAGTF headquarters.  The CE is a permanent organization composed of the commander, general or executive and specials staff sections, headquarters section, and requisite communications and service support facilities.  The CE provides command, control, and co-ordination essential for effective planning and execution of operations by the other three elements of the MAGTF.  There is only one CE in a MAGTF.

Commercial-Off-the-Shelf (COTS) - Refers to an item of hardware or software that has been produced by a contractor and is available for general purchase. Such items are at the unit level or higher.  Such items must have been sold and delivered to Government or commercial customers, must have passed customer's acceptance testing, be operating under customer's control, and within the user environment.  Further, such items must have meaningful reliability, maintainability, and logistics historical data (TAFIM) (JTA 3.1, 31 March 2000)

Communications Security (COMSEC)—The protection resulting from all measures designed to deny unauthorized persons information of value which might be derived from the possession and study of telecommunications, or to mislead unauthorized persons in their crypto security, transmission security, emission security, and physical security of communications security materials and information.

Communications System - A set of assets (transmission media, switching nodes, interfaces, and control devices) that will establish linkage between users and devices. (TAFIM, Version 3.0, Volumes 1 and 3).

Compatibility—The capability of two or more items or components of equipment or material to exist or function in the same system or environment without mutual interference.  (Joint Pub 1-02)

Control—Authority which may be less than full command exercised by a commander over part of the activities of subordinate or other organizations. (Joint Pub 1-02, part 1 of a 4-part definition)

D

Data—Representation of facts, concepts, or instructions in a formalized manner suitable for communication, interpretation, or processing by humans or by automatic means.  Any representations such as characters or analog qualities to which meaning is or might be assigned.

Data Link—The means of connecting one location to another for the purpose of transmitting and receiving data. (Joint Pub 1-02)

Detection—In surveillance, the determination and transmission by a surveillance system that an event has occurred. (Joint Pub 1-02, part 2 of a 3-part definition)

Directive—

(1) A military; communication in which policy is established or a specific action is ordered.  (Joint Pub 1-02).

(2) A plan issued with a view to putting it in effect when so directed, or in the event that a stated contingency arises.  (Joint Pub 1-02).

(3) Broadly speaking, any communication that initiates or governs action, conduct, or procedure.  (Joint Pub 1-02)

Direct Interface - Direct Interface is an interface that defines a service/consumer relationiship between adjacent entity/sub-entity layers in the reference model.  Direct Interface is the connection between an entity sending (or receiving) data with another entity receiving (or sending) data for transmission of that data along the routing path. (SAE (Society of Automotive Engineers) AS 4893)

E

Echelon—1)  A subdivision of a headquarters, i.e., tactical echelon, rear echelon.  2)  Separate level of command. As compared to a regiment, a division if a higher echelon, a battalion is a lower echelon.  3)  A fraction of a command in the direction of depth, to which a principal combat mission is assigned; i.e., attach echelon, support echelon, reserve echelon.  4)  A formation in which its subdivisions are placed one behind another, with a lateral and even spacing to the same side.  (Joint Pub 1-02)

To exercise C2 in combat, all MAGTF units establish headquarters facilities from which the commander and his staff operate.  Each headquarters must be able to displace one echelon while simultaneously exercising command and control with another echelon.  This is accomplished by organizing the headquarters into displacement echelons.  An echelon transfers operations to another echelon prior to actual displacement.  When the lead echelon moves, it monitors the situation while the stationary echelon directs operations.  Once the lead echelon establishes itself in the new location and reestablishes situational awareness and external communications, it accepts operational control of assigned forces.  The stationary echelon then moves to the new location or another location ahead of the first echelon.

        (1) Alpha and Bravo Increments of the Main Echelon.  The Alpha and Bravo increments focus on directing current operations and planning future operations.  The main echelon normally includes all of the principal staff sections (G/S-1 thru G/S-6).

        (2) Rear Echelon.  A rear echelon is usually established when the MAGTF element is spread over a large geographic area.  The rear echelon may perform several functions within the area of operations such as coordinating administrative and logistical activities while the Alpha and Bravo echelons maneuver on the battlefield.  In larger command elements, such as the MEF, the rear echelon may be assigned responsibility for rear area operations.

        (3) Doctrinally, the Marine Corps has organized its displacement echelons into Alpha and Bravo headquarters; however, due to equipment and personnel shortages, some units have organized themselves into Tactical and Main echelons.  This ORD addresses the AAAV(C)  employed in Alpha and Bravo echelons with the understanding that some units may employ alternate echelons and tactics to accomplish their assigned missions. 

Electromagnetic Pulse (EMP)— The electromagnetic radiation from a nuclear explosion caused by Compton-recoil electrons and photoelectrons from photons scattered in the materials of the nuclear device or in a surrounding medium. The resulting electric and magnetic fields may couple with electrical/electronic systems to produce damaging current and voltage surges. May also be caused by non-nuclear means. 

Electronic Warfare (EW)—Any military action involving the use of electromagnetic and directed energy to control the electromagnetic spectrum or to attack the enemy.  Also called EW.  The three major subdivisions within electronic warfare are:  electronic attack, electronic protection, and electronic warfare support.  

 (A) Electronic Attack—That division of electronic warfare involving the use of electromagnetic, directed energy, or anti-radiation weapons to attack personnel, facilities, or equipment with the intent of degrading, neutralizing, or destroying enemy combat capability.  Also called EA.  EA includes:  

  (1) Actions taken to prevent or reduce an enemy's effective use of the electromagnetic spectrum, such as jamming and electromagnetic deception, and 

  (2) Employment of weapons that use either electromagnetic or directed energy as their primary destructive mechanism (lasers, radio frequency weapons, particle beams).

(B) Electronic Protection—That division of electronic warfare involving actions taken to protect personnel, facilities, and equipment from any effects of friendly or enemy employment of electronic warfare that degrade, neutralize, or destroy friendly combat capability.  Also called EP.  

(C)  Electronic Warfare Support -  That division of electronic warfare involving actions tasked by, or under direct control of, an operational commander to search for, intercept, identify, and locate sources of intentional and unintentional radiated electromagnetic energy for the purpose of immediate threat recognition.  Thus, electronic warfare support provides information required for immediate decisions involving electronic warfare operations and other tactical actions such as threat avoidance, targeting, and homing.  Also called ES.  Electronic warfare support data can be used to produce signals intelligence, both communications intelligence, and electronics intelligence.  (Joint Pub 1-02)

F

Full Operational Capability (FOC)—The point in time when all units programmed to be equipped with a new system have been fully equipped with the system and can operate and support the system effectively.

G

Ground Combat Element (GCE)—The MAGTF element that is task organized to conduct ground operations.  The GCE is constructed around an infantry unit and varies in size from a reinforced infantry battalion to one or more reinforced Marine division(s).  The GCE also includes appropriate combat support and combat service support units.  Normally, there is only one GCE in a MAGTF.

I

Information—Any communication or reception of knowledge such as facts, data, or opinions, including numerical, graphic, or narrative forms, whether oral or maintained in any medium, including computerized databases, paper, microforms, or magnetic tape. (DoDD 8000.1 of 27 October 1992 (NOTAL))

Information Exchange Requirement - A requirement for the content of an information flow.  Associated with an IER are such performance attributes as information size, throughput, timeliness, quality, and quantity values.

Information System (IS)—A system, whether automated or manual, that comprises people, machines, and/or methods organized to collect, process, transmit, and disseminate data that represent user information.  Any telecommunications and/or computer related equipment or interconnected system or subsystems of equipment that is used in the acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of voice and/or data, and includes software, firmware, and hardware. 

Information Technology (IT)—The technology included in hardware and software used for Government information, regardless of the technology involved, whether computers, communications, micro-graphics, or others. [OMB Circular A-130 and DODD 8000.1.]

Information Warfare—Information operations conducted during time of crisis or conflict to achieve or promote specific objectives over a specific adversary or adversaries
Infrastructure—Infrastructure is used with different contextual meanings. Infrastructure most generally relates to and has a hardware orientation but note that it is frequently more comprehensive and includes software and communications. Collectively, the structure must meet the performance requirements of and capacity for data and application requirements. Again note that just citing standards for designing an architecture or infrastructure does not include functional and mission area requirements for performance. Performance requirement metrics must be an inherent part of an overall infrastructure to provide performance interoperability and compatibility. It identifies the top-level design of communications, processing, and operating system software. It describes the performance characteristics needed to meet database and application requirements. It provides a geographic distribution of components to locations. The infrastructure architecture is defined by the service provider for these capabilities. It includes processors, operating systems, service software, and standards profiles that include network diagrams showing communication links with bandwidth, processor locations, and capacities to include hardware builds versus schedule and costs. [DoD 8020.1-M]

Initial Operational Capability (IOC)—The first attainment of the capability to effectively employ a weapon, item of equipment, or system of approved specific characteristics which is manned or operated by an adequately trained, equipped and supported military unit or force.

Interface—A boundary or point common to two or more command and control systems or subsystems, communication systems or equipment, or other entities across which necessary information flow takes place. A joint interface implies that the boundary is shared by two or more services/agencies. A combined interface is shared by entities from one or more U.S. services/ agencies and an allied nation.  Also included are:

Intelligence—1)  The product resulting from the collection, processing, integration, analysis, evaluation, and interpretation of available information concerning foreign countries or areas.  2)  Information and knowledge about an adversary obtained through observation, investigation, analysis, or understanding. (Joint Pub 1-02)

Interoperability—The ability of systems, units or forces to provide services to, and accept services from, other systems, units or forces, and to use the services so exchanged to enable them to operate effectively together (JCS Pub 1).

J

Joint—A general term applied to a force composed of significant elements, assigned or attached, of two or more Military Departments, operating under a single commander authorized to exercise operational control. (Joint Pub 1-02)

L

Link—In communications, a general term used to indicate the existence of communications facilities between two points.

Landing Force Operations Center - This is the combat operations center aboard ship occupied by the Commander Landing Force (CLF) and his staff. 

Local Area Network (LAN)—A short distance data communications network typically within a building or campus) used to link computers and peripheral devices (such as printers, CD-ROMs, modems) under some form of standard control.

M

Marine Air-Ground Task Force (MAGTF)—A task organization of Marine forces (division, aircraft wing, and service support groups) under a single command and structured to accomplish a specific mission.  The Marine air-ground task force components will normally include command, aviation combat, ground combat, and combat service support elements (including Navy Support Elements).  (Excerpt from Joint Pub 1-02)

Mean Time To Repair (MTTR)—The average elapsed time from the failure of a system component until its return to operation.

Message—Any thought or idea expressed briefly in a plain, coded, or secret language, prepared in a form suitable for transmission by any means of communications. (Joint Pub 1-02)

Modularity—A design feature characterized by modular or plug-in units which can be added together to make the system larger, improve it capabilities or expand its size.

N

Net (communications)—An organization of stations capable of direct communications on a common channel or frequency.

Network—The set of switching and transmission subsystem communication components to support information transfer. The network includes all hardware and software communication components residing in switching, routing, and transmission subsystem components, as well as communication-related hardware and software and those components that reside in hosts (e.g., communication protocols). The network also includes the organization and configuration of embedded hardware and software to support orderly and logical information distribution.

Node - An element of architectures that may represent a role, an organization, a facility, or even an individual workstation, depending on the purpose and the level of detail needed in the architecture description.

O

Open Systems—A system that implements sufficient open specifications for interfaces, services, and supporting formats to enable properly engineered components to be utilized across a wide range of systems with minimal changes, to interoperate with other components on local and remote systems, and to interact with users in a style that facilitates portability.  An open system is characterized by the following:  Well-defined, widely used, non-proprietary interfaces/protocols; use of standards which are developed/adopted by industrially recognized standards bodies; definition of all aspects of system interfaces to facilitate new or additional systems capabilities for a wide range of applications; and explicit provision for expansion or upgrading through the incorporation of additional or higher-performance elements with minimal impact on the system. 

Operational Architecture (OA) - Descriptions of tasks, operational elements, and information flows required to accomplish or support a warfighting function.  A description (often graphical) of the operational elements, assigned tasks, and information flows required to support the warfighter,  It defines the type of information, the frequency of the exchange, and what tasks are supported by these information exchanges.

Operational Facility (OPFAC)—The vehicle, shelter, structures, furniture and other components of the Combat Operations Center (COC), excluding the processing and display systems, communications and software.  The term OPFAC does not refer to military construction (MILCON).

Operational Maneuver from the Sea (OMFTS) – A naval concept developed by the Marine Corps and executed in concert with the Navy.  It places unprecedented emphasis on the littorals and demands greater cohesiveness between naval warfare and maneuver warfare.  In OMFTS nval forces focus on an operational objective using the sea as maneuver space to generate overwhelming tempo and momentum against critical enemy vulnerabilities.  OMFTS requires overcoming challenges in battlespace mobility, intelligence, command and control, and sustainment.  Through the use of sea-based logistics, fires, and command and control, the forces ashore will be liberated from establishing large shore based logistics depots and providing rear area security to protect them.

Order—A communications which is written, oral, or by signal, that conveys instructions from a superior to a subordinate.  (DoD IADB)  In a broad sense, the terms "order" and "command" are synonymous.  However, an order implies discretion as to the details of execution whereas a command does not.  (Joint Pub 1-02)

P

Policy—A standing set of general principles or guidelines on a topic deemed to be mandatory.

Public Key Infrastructure (PKI) – PKI is a vital element in achieving a secure Information Assurance (IA) posture for the Defense Information Infrastructure (DII).  PKI will support the operating forces by providing multiple assurance levels in order to enable users to cost effectively and efficiently select appropriate security solutions based on the sensitivity or value of the data, the level of risk, and reliance of the security mechanism on the certificate management information.

S

Supporting Arms Coordination Center - The SACC is the primary command, control and coordination facility for the Commander Amphibious Task Force (CATF) in the prosecution of the amphibious force fires in support of the amphibious operation.  This C2 node will interface and coordinate in the initial stages of the amphibious operation with the CLF's fire support staff.  Phasing of command and control of fire support assets to the CLF's agencies (FSCC and DASC) will be executed through this C2 node.  After phasing of the command and control to the CLF, the SACC will remain in a "monitoring role" to ensure capability to re-acquire responsibility for fire support as operationally needed. 

Ship to Objective Maneuver (STOM) – STOM describes the tactical implementation  of OMFTS through the application of the tenents of maneuver warfare to amphibious operations.  It builds upon many of the themes introduced in OMFTS such as use of the sea as maneuver space, sea basing, and elimination of the requirement for a traditional beachhead.  A departure from the traditional, linear form of amphibious operations practiced during most of this century, STOM envisions amphibious assaults in which highly mobile surface and vertical lift platforms launch from over the horizon attack positions, directly against objectives deep inland.

Specification—A well defined, well described design, protocol, or practice. A document prepared to support acquisition that describes the essential technical requirements for purchased material and the criteria for determining whether the requirements are met. [DoD 4120.3-M]

Standard—A selected and approved specification or set of specifications by an authoritative body. A document that establishes uniform engineering and technical requirements for processes, procedures, practices, and methods. Standards may also establish requirements for selection, application, and design criteria of material. [DoD 4120.3-M]

Surveillance—The systematic observation of aerospace, surface, or subsurface areas, places, persons, or things, by visual, aural, electronic, photographic, or other means. (Joint Pub 1-02)

Sustained Operations Ashore (SOA) – The inherent flexibility of the MAGTF, merged with new technologies, will permit the future MAGTF to function as an operational maneuver element during sustained operations ashore.  As an operational maneuver element, the MAGTF can be used to pave the way for operations by other elements, as a decisive force to unhinge the enemy’s operational centers of gravity, or as an exploitation force to take advantage of opportunity on the battlefield.

Systems Architecture (SA) - A description, including graphics, of the systems and interconnections providing for or supporting a warfighting function.  The SA defines the physical connection, location, and identification of the key nodes, circuits, networks, warfighting platforms, etc.  and allocates system and component performance parameters.  It is constructed to satisfy Operational Architecture requirements in the standards defined in the Technical Architecture.  The SA shows how multiple systems within a domain or an operational scenario link and interoperate and may describe the internal construction or operaitons of particular systems in the SA.

T

Table of Equipment (T/E)—A Marine Corps approved listing of equipment items that a unit is authorized to possess.

Tactical Data Network (TDN) – The TDN system consists of a network of interconnected gateways and servers.  These systems and their subscribers are connected by a combination of common-user, long-haul transmission systems, LANs, single channel radios, and the switched telephone network.  The TDN system provides basic data transfer and switching services as well as access to strategic, supporting establishment, joint, and other service component tactical data networks.  The TDN supports network management capabilities and value-added services such as message handling, directory services, file sharing, facsimile handling, and terminal emulation support.

Tactical Data System—A computer based hardware/software system designed as a decision making tool for the tactical commander. 

Technical Architecture (TA)  - The minimal set of rules governing the arrangement, interaction, and interdependence of the parts or elements whose purpose is to ensure that a conformant system satisfies a specified set of requirements.  The technical architecture identifies the services, interfaces, standards, and their relationships.  It provides the technical guidelines for implementation of systems upon which engineering specifications are based, common building blocks are built, and product lines are developed.

U

User—A person trained in the use of equipment and/or software. 
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