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1.  INTRODUCTION

The Marine Corps Advanced Amphibious Assault Vehicle (AAAV) will provide the principle means during Operational Maneuver From the Sea (OMFTS) Ship to Objective Maneuver (STOM) operations for amphibious lift, tactical mobility, and direct fire support to the Marine infantry landing force during combat operations.  The AAAV will consist of a family of vehicles including a personnel variant, the AAAV(P), and a command variant, the AAAV(C).  The AAAV(P) will transport, protect, and support the Marine infantry.  The AAAV(C) will furnish the supported infantry commander and selected staff at the battalion and regimental levels with a mobile tactical echelon headquarters.  The AAAV(C) will provide the capability to the embarked commander and his staff the ability to command and control his forces, and to communicate with higher, adjacent, and subordinate units; supporting arms units; and combat service support units.  The C4ISP will discuss, in detail, AAAV interoperability in OMFTS STOM.  In addition, the document will provide current operational views on the AAAV in Joint and Coalition operations.  


The AAAV program is an ACAT ID program, currently in the Program Definition and Risk Reduction Phase of its acquisition. The AAAV development focus is to take and host existing Marine Corps C4I systems.  This development methodology will reduce cost and technical risk. Milestone II is scheduled for 1st quarter, FY01.  The current acquisition plan calls for the production of 1013 vehicles, consisting of 935 personnel variants and 78 command variants.  Initial Operational Capability is scheduled for FY06 and Full Operational Capability is planned for FY13.

2. SYSTEM DESCRIPTION.

2.1
AAAV(P) System Description.  The AAAV(P) is an armored, tracked amphibious combat vehicle that carries 17-18 combat equipped  troops (a reinforced Marine rifle squad) and has 3 crew members.  The AAAV(P) will incorporate design improvements that will provide the vehicle significant operational capabilities over the current AAV design.  The AAAV(P) capabilities will include:  (1) an inherent high speed amphibious capability; (2) significantly improved survivability, to include improved armor protection, visual, acoustic, radar, and magnetic signature reduction; (3) improved Nuclear, Biological, and Chemical (NBC) survivability; (4) significant improvement in cross country mobility and speed to permit operations with the Main Battle Tank (MBT), and (5) an improved C3 capability to support the operational connectivity of the AAAV(P) within the Marine Air-Ground Task Force (MAGTF) C4I architecture. 
2.1.1 AAAV(P) C4I System.   The AAAV(P) C4I capabilities will have state-of-the-art marine and land navigation and communications systems able to determine the vehicle’s position and provide appropriate position location information (PLI) reports through the installed command, control, communications, computers, intelligence, surveillance, and reconnaissance (C4ISR) systems. The Command and Control Server (CCS) software aboard the AAAV(P) and AAAV(C) provides communications, navigation and situational awareness to the vehicle crew.  This software uses the same products identified for TCO, to include the Vector Product Format (VPF) Littoral Warfare Data (LWD), and in addition, Digital Terrain Elevation Data (DTED).  LWD is a concept that is currently unfunded and is being demonstrated through the AAAV program.  The vehicle's communica​tions system shall provide secure communications access to senior, adjacent, subordinate units/vehicles and a vehicle intercom system, for providing both the vehicle crew and the embarked troop commander with voice communications, and through the CCS, situation awareness (SA) and common tactical picture (CTP).  The embarked troop commander shall be able to communicate with the vehicle crew, his seniors, subordinates, and adjacent units.  The vehicle's communications system will provide for remote transmis​sion/monitoring of any selected radio in addition to internal vehicle communications utilizing a Vehicle Inter/Intra Communications System (VIICS).  Onboard software and hardware systems will allow the interchange of information with Marine Corps C4I systems and navigation assets.  All Marine Corps C4I capabilities must meet Joint Technical Architecture (JTA) and Defense Information Infrastructure (DII) Common Operating Environment (COE) standards.  This C4I System will be to the greatest extent possible an integration effort to meet the prescribed vehicle platform design.  The integration effort will leverage Marine Corps fielded hardware (radios, etc.) and Command and Control (C2) system software.
2.1.1.1
Communications.  The AAAV(P) shall provide integrated, secure and jam-resistant communications.  Selectable access to all onboard communications assets shall be provided to the positions of vehicle commander (VC), embarked troop commander (TC), gunner (GP), driver (DP), and a fifth position aft (5P); all communications assets will be configurable for either voice or data transmission and reception. The AAAV(P) communications suite will support the transmission and receipt of digital messages and voice traffic. The AAAV(P) communications system will be in conformance with the applicable portions of the Joint Technical Architecture.  The AAAV(P) will have the capability to digitally link into the Enhanced Position Location Reporting System (EPLRS) data network (which provides data connectivity to higher headquarters) and to the Single Channel Ground and Airborne Radio System (SINCGARS) data network, (acting as the company data network), and vice versa.   The AAAV(P) will be capable of operating as an active node on multiple communications networks, though not all simultaneously.

The AAAV(P) communication suite will provide three organic SINCGARS Waveform Very High Frequency (VHF) radios and an organic multi-mode, multi-band radio (MMBR) which will provide selectable access to a fourth SINCGARS Waveform VHF channel, a UHF HAVEQUICK II channel, or a Ultra High Frequency (UHF) Demand Assigned Multiple Access (DAMA) Satellite Communications  (SATCOM) channel (25 and 5 kHz bandwidth). On the vehicle is a cosite mitigation device that controls the four VHF radios and is designed to maximize VHF transmission reliability.  This device provides the operator the capability to transmit on any combination of two VHF radios while receiving simultaneously on the remaining two radios.  This solution maximizes the receiving and transmitting capabilities of the SINCGARS radios.

The AAAV(P) communication suite will also provide the capability to transmit and receive via the Position Location Reporting System (PLRS) (VSQ-1) or EPLRS radio (UHF Line of Sight (LOS)) position location information and data information exchange.  The interfaces include power, vehicular mounts, antenna, and other ancillary equipment required for operation of the radio.  Furthermore, the EPLRS radio will interface with the onboard communications systems for reception and transmission of messages.

The TC, VC and 5P stations shall have the capability to connect to a Data Automated Communications Terminal (DACT) to access any radio available through the VIICS.  This connection will allow the TC, VC and 5P to operate the DACT, employing one of the organic radios as the transmission/reception device.  The DACT shall be able to interface with the appropriate on-board computer systems for display update.
2.1.1.2
Intercommunications Capabilities.   All crew positions, to include the embarked troop commander position, will have access to the VIICS via both wired and wireless headset connections.  For voice communications, the wired and wireless system will have the capability to access VIICS systems through the use of discrete selectable channels. 
2.1.1.3
Digital Communications and Data Capabilities.  The AAAV(P) will be capable of providing the VC and TC stations with Situational Awareness, including displaying the  Common Tactical Picture of the enemy and friendly situations with location and status information.  The VC and TC stations will provide the capability to generate, transmit, receive and display the following messages listed below in the required formats of the timeframe, to include Over the Horizon (OTH) Gold, Tactical Fire (TACFIRE) and Variable Message Format (VMF) formats:

Operational/Intel/Log Messages:


Spot/Salute Report


Op Plan/Frag/Warning Orders


Op/Intel Overlay


Situation Report


Position Report


Free Text Message


Medevac Request


Rapid Request/Logistics Support


NBC-1 Report


Surf Observation Report

Fire Support Messages:


Artillery/Mortar messages 

Call for Fire

Adjustment

Check Fire

End of Mission and Surveillance

81mm and 60mm Call for Fire

Close Air Support messages

Tactical Air Request

9-Line Brief

Assault Support Request

2.2
AAAV(C) System Description.  The AAAV(C), as a variant of the AAAV(P) design, will provide the same armor, ground and water mobility, survivability, and NBC capabilities found in the AAAV(P). The vehicle will be operated by a crew of 3 (a driver, vehicle commander/gunner and a support crew position).  The AAAV(C) will:  (1) provide the commander and his selected staff the freedom of movement and information access to conduct close operations and maintain situational awareness; (2) provide mobility commensurate with the situation to permit the commander and his selected staff to move rapidly to observe critical events during the battle; (3) provide the functional interface via systems applications to support the intelligence, maneuver, and fire support requirements of the commander and his selected staff; (4) provide secure voice and data capability between the crew, and the embarked commander and staff; and, (5) provide the full range of C3 functionality required to operate as a Tactical Echelon Command Post or a Temporary Fire Support Coordination Center (FSCC).
2.2.1
AAAV(C) C4I System.  The AAAV(C) will not develop, but host fielded C2 software applications being fielded to the Marine Corps.  As such, the AAAV(C) will be as interoperable as the interoperability provided by those Marine Corps systems/C2 software that are being hosted.  The AAAV(C) will provide workstation positions, communications systems and MAGTF C2 tactical software systems applications for an embarked infantry battalion or regimental commander and five (5) staff members: Operations, Intelligence, Fire 

Support, Air Operations, and Communications staff officers. The tactical software systems applications provided in the AAAV(C) vehicle shall be: 

· Tactical Combat Operations (TCO)

TCO aboard the AAAV(C) automates the MAGTF ability to receive, fuse, select and display maneuver/operations information from many maneuver sources and disseminate selected maneuver/operations information throughout the battlefield.  Disseminated information includes, operations orders and overlays and other Common Tactical Picture data.  TCO uses Raster Product Format (RPF) and Vector Product Format (VPF) map standards.  Under RPF are specific mapping products, Compressed ARC Digital Raster Graphics (CADRG) and Controlled Imagery Base (CIB).  Under VPF are the specific mapping products, Foundation Feature Data (FFD), Digital Nautical Chart (DNC), Vector Maps (VMAP), and World Vector Shoreline (WVS), and Littoral Warfare Data (LWD). LWD is a concept that is currently unfunded and is being demonstrated through the AAAV program.

· Command and Control Personal Computer (C2PC)

C2PC aboard the AAAV(C) is a client agent that provides the capability to access data from the TCO database (CTP data) and IAS database (processed intelligence data, i.e., enemy locations, intelligence reports, JPG format and National Imagery Transfer File (NITF) format files).  C2PC uses the same products identified for TCO and in addition, Digital Terrain Elevation Data (DTED). 

· Intelligence Analysis System (IAS)

IAS aboard the AAAV(C) is the MAGTF C4I tactical system application to support the Ground Combat Element (GCE) intelligence staff officer.  IAS hosts the GCCS Integrated Intelligence and Interoperability (I3) functionality.  IAS will provide the commander the ability to view the enemy order of battle/situation as a part of the CTP and any processed imagery, provided by the MAGTF Command Element, impacting the GCE’s mission.

Processed imagery data will be provided in NITF and JPG formats.  The IAS uses the map standards identified for the TCO.

· Advance Field Artillery Tactical Data System (AFATDS)

AFATDS aboard the AAAV(C) will provide the GCE commander with the capability to rapidly integrate ground, air and naval fire support into the scheme of maneuver.  As a battlefield management and decision support system, it assists the GCE commander and the Fire Support Coordinator (FSC) in the planning, delivery and coordination of supporting arms.  AFATDS supports the fire support C2 requirements for the Marine Corps.  AFATDS uses the Vector Product Format (VPF) (Vector Map (VMAP)) map standard.

Imagery and geospatial information will be provided/loaded to the AAAV (P) and AAAV(C) C2 tactical software application systems by S-2/Topographic personnel prior to the launch of the vehicles from the ship.  

Future MAGTF C2 tactical software systems applications will be added and integrated into the AAAV(C) C4I system as they are identified for use at the infantry Regimental or Battalion command levels.  This integration effort will leverage Marine Corps fielded hardware (radios, etc.) and C2 system software.  The AAAV(C) integration of JTA and DII COE compliant equipment and C2 system software provides for an effective interoperable interface to the JTA compliant MAGTF C4I architecture. 

2.2.1.1
Communications.  Whenever possible, the AAAV(C) will use existing Marine Corps radio systems.  The AAAV(C) will send and receive secure voice and data communications using the following organic communications waveforms/systems/antennas: 

· Six (6) VHF voice/data circuits (SINCGARS waveform)

· Two (2) UHF data circuits (Enhanced Position Location Reporting System (EPLRS) waveform)

· One (1) UHF voice/data circuit (Standard UHF (non-HAVEQUICK) and HAVEQUICK II (HQ-II) waveform)
· One (1) Wireless WAN radio (objective) 

· Two (2) UHF-SATCOM voice/data circuits (DAMA capable)

· One (1) HF voice/data circuit (Automatic Link Establishment (ALE))
· One (1) 802.11 Wireless Local Area Network (LAN) transceiver 

· One (1) GBS receiver  (objective)

· One(1) SHF SATCOM (objective)

· One (1) EHF SATCOM radio (objective)

· Wireless headsets for all personnel

The communications equipment identified above will allow the AAAV(C) flexibility in meeting the tactical situation and providing the links/service needed to transmit and receive tactical level, operational information.  The Marine Corps has formulated future operational concepts and a proposed supporting operational communication architecture to support those concepts.  Additional equipment have been identified as objective requirements.  All AAAV(C) communications system requirements noted above as objective, i.e., GBS, SHF, EHF and Wireless WAN, will be addressed, based upon the relevant operational need remaining valid, as subsequent AAAV(C) design improvements.  All wireless communication devices in the AAAV(C) will use a Type I National Security Agency (NSA)-approved encryption device at the prescribed classification level. The majority of the encryption both confidentiality and integrity security services for all external voice and data communications is expected to be internal to the transceivers. 

2.2.1.2
Intercommunications Capabilities.  The AAAV(C) will have an intercom voice system device which:   

· Allows all staff, crew, and jump seat positions to communicate individually with one another, any combination of individuals, and conference with all. 

· Provides remote access to all onboard radios from each staff, crew and jump seat position in the vehicle. 

· Provides access to the intercom external to the vehicle via cable for six (6) positions (nine (9) positions future). 

2.2.1.3
Wireless Connectivity to Other AAAV(C)s and AAAV(P).   During dismounted operations, the Commander, embarked staff, jump seat personnel and crew shall have access to the intercom system via a wireless headset connection.  

2.2.1.4
AAAV(C) Command and Control Subsystem.  The AAAV(C) will provide for receipt and transmission of data, to include SA/CTP for the VC, Embarked Unit Commander and embarked staff.  SA includes a CTP of the enemy and friendly situations to include location, control and coordination graphics and unit status information.  The VC and TC stations shall provide the ability to generate, transmit, receive and display messages that support the operational tasks of the vehicle crew.   The VC and the embarked TC stations, and also the Communications embarked staff member position will have the ability to pre-select the communications network within the pre-selection ability of the organic radios in the C4I Suite.  The AAAV(C) will also provide capability for the VC and TC positions to transmit, receive and display specified sensor and platoon/company operational message formats, i.e., spot/salute report, call for fire, tactical air request, Medical Evacuation (MEDEVAC) request, rapid request/logistics support, etc.  Operational message generation, transmission, receipt and display of messages at the staff positions shall be provided through the MAGTF C2 tactical software applications employed aboard the AAAV(C).

2.2.1.5
Command and Control System Processing.  C4I computer resources include all components installed in the AAAV(C) that provide or support the C4I processing requirements for its operation and/or control. The C4I computer resources reserve capacity will be calculated using the baseline capacity, growth capacity, and expansion capacity.  Capacity calculations will be determined based upon the current hosted tactical software applications baseline memory/processing capability required to provide the necessary functional capability to the embarked infantry commander and his staff.  The delivered system will include all physical space, power, cooling capacity, and processing capability needed to accommodate all expansion as defined in Table 4-3.  Refer to the specifications contained in Tables 4-3 and 4-4. 

2.2.1.6
C4I Application Data Network(s). The C4I application data network(s) is used for digital data communications and is based upon an open system architecture.  All workstations and servers provide accurate data and information exchange.  The system architecture allows for all data and information required by the workstations to be accessible using the C4I application data network(s).  The C4I application data network(s) throughput reserve capacity is measured at the peak (full operational) loading conditions as determined by the concurrent usage of all workstations and server(s) running the C4I application suite.  A 100% throughput reserve growth capacity is supported by the system.

2.2.1.7
Network Server Processor(s).  The network server processor(s) support resource sharing by all staff position workstations accessing it concurrently.  The processor reserve capacity is measured at the peak (full operation) loading conditions and determined by the most process intensive C4I application utilizing the resource concurrently by all staff workstations.  Future processing expansion requirements for the AAAV will not require any changes to the existing applications software.  This expansion requires only adding or replacing/upgrading circuit boards to existing backplanes.  The system provides a 100% processor throughput growth capacity and a 200% expansion capacity.

2.2.1.8
Network Server Permanent Data Storage.  The system provides adequate permanent data storage with a 100% growth capacity beyond the storage required for hosting all C4I applications.  It is measured at the peak (full operational) loading conditions as determined by the concurrent usage by all staff workstation utilizing all C4I applications.  The storage facility provides the means for rapidly removing the data storage media and replacing it with blank  media.  The system provides a 200% expansion capacity.

2.2.1.9
Network Server Random Access Memory (RAM).  The network server RAM is defined as a semiconductor read-write memory that is volatile and loses its contents when power is lost. It is measured at the peak (full operational) loading conditions as determined by the concurrent usage by all staff workstation utilizing the highest RAM intensive application.  The AAAV(C) provides a 100% RAM growth capacity.

2.2.1.10  Staff Workstations Processor(s).  The Staff Workstations processor(s) support C4I application utilization.  The throughput reserve capacity is measured at the peak (full operation) loading conditions and determined by the most processor intensive C4I application utilizing the resource. Future processing expansion requirements for the AAAV do not require any changes to the existing applications software.  This expansion requires only adding or replacing/upgrading circuit boards to existing backplanes.  The workstation provides a 100% processor throughput growth capacity and a 200% expansion capacity.

2.2.1.11  Staff Workstations Permanent Digital Storage. The system provides an adequate permanent digital storage facility with a 100% growth capacity beyond the storage required for hosting the largest C2 System applications.  The facility provides the means for rapidly removing the digital storage media and replacing it with blank media.  The system provides a 200% expansion capacity.

2.2.1.12  Staff Workstations Random Access Memory (RAM).  The Staff Workstations RAM are defined as semiconductor read-write memory that is volatile and loses its contents when power is lost.  This is measured at the peak (full operational) loading conditions as determined by the minimum RAM requirement needed to host the largest C4I application.  The AAAV(C) provides for a 100% RAM growth capacity.

3. OPERATIONAL EMPLOYMENT

3.1 AAAV Operational Employment Concept.  The AAAV must embody full amphibious qualities and land fighting capabilities that will permit its utilization in all combat operations against the projected threat.  The AAAV will possess the requisite warfighting capabilities to effectively support landing forces from the ships to the inland objective(s). The AAAV must have the water mobility to support OMFTS and the supporting operational concepts of STOM, Other Expeditionary Operations (OEO), Sustained Operations Ashore (SOA), and Joint and Coalition Force Operations.  The AAAV will be compatible with naval amphibious shipping of the time frame. The AAAV will be subject to worldwide employment in all conflict environments.  During OMFTS operations, (AAAV(P))s will land the surface assault elements of the landing force from assault shipping.  Once ashore, they will be employed in the full spectrum of ground combat operations.  They will provide landing forces with armor protected mobility, firepower, armor protection, carrying capacity, and reliability to operate successfully within the threat environment of that period.  The concept is to attack through optimal littoral penetration point(s) in an uninterrupted maneuver toward the key objective(s) inland, not to ferry forces to the beach.  The vehicle will be employed to attain surprise, protect the sea base, and rapidly build up combat power deep in the objective area to disorient and disrupt the enemy.  Interoperability Exchange Requirements (IERs), as defined in the AAAV ORD and specified as Interoperability Key Performance Parameters (KPPs), will be attained via the MAGTF C4ISR systems and the supporting MAGTF communications architecture.  Figures 3-1 provides a top level, non-detailed operational perspective of OMFTS STOM.  Figure 3-2 presents the AAAV role in OMFTS STOM in more specific operational node connectivity presentation.  Figure 3-3 graphically presents the AAAV, as integral mobile command and control vehicle (AAAV(C)), and armored maneuver asset (AAAV(P)) of the MAGTF, in a Joint and Coalition Forces operational environment and notes organic/external sensor/communications/navigation sources, i.e. UAV, GPS, GBS.  Until such times as specific joint operational requirements are defined, the AAAV will rely on the use of jointly certified communications equipment and C2 systems to meet joint interoperability exchange requirements.  

3.1.a
AAAV(P) Operational Employment Concept.  As noted in Figure 3-1, the AAAV(P) will provide the tactical surface armored land and water mobility for the landing force.  It will operationally link with command units (AAAV(C)), adjacent units (AAAV(P), LCACs, etc.), fire support assets (Close Air Support (CAS). The AAAV(P) will be launched from amphibious ships from a point OTH and deliver the surface assault elements of the landing force at high speeds (over 20 knots) over moderate seas.  It will provide surface power projection and, if necessary, forcible entry against a defended littoral. Crossing the beach in a seamless (non-stop) maneuver, the AAAV(P) will continue to inland objectives and provide Marine infantry forces light armor protected mobility and firepower in support of all facets of ground combat operations.  Tactics for units employing the AAAV(P) will usually call for the embarked Marine infantry to dismount as close to the objective as possible, relying on the vehicle's weapons system to provide direct supporting fires.  The AAAV(P)'s firepower will destroy, neutralize, or suppress antitank weapons, dismounted infantry, emplacements/bunkers, and light armored vehicles.  Additionally, the vehicle will be ideally suited for shore-to-shore, riverine, and shore-to-ship operations such as emergency medical evacuation.  Geospatial products employed by the vehicles will provide the capability to support the vehicle in the broad range of operations noted in this document.

[image: image12.emf]Figure 3-1.  AAAV Operational Concept Diagram (OV-1)

3.1.b
AAAV(C) Operational Employment Concept.  The AAAV(C) will be employed by the supported unit commander as a mobile (land or water) tactical echelon command post at the infantry battalion and regimental levels, or employed temporarily as a fire support coordination center (FSCC).  As graphically presented in Figure 3-1, the AAAV(C) will provide the commander and selected staff with the ability to communicate via onboard communications and tactical data systems with:  (1) Senior command (Landing Force Operations Center (LFOC)), Tactical Logistics (TACLOG), and Supporting Arms Coordination Center (SACC), (2) Adjacent command (Airborne Assault Force), (3) Subordinate maneuver units (On-Call LCAC, LCU units), (4) Supporting arms units (Naval Surface Fire Support (NSFS), Close Air Support (CAS)), (5) Combat Service Support (CSS) units, (6) and, joint forces, as required. The AAAV(C) will provide all the C2 functionality inherent to MAGTF C4I hardware and software systems to support infantry regimental and battalion tactical echelon requirements as envisioned in OMFTS, STOM and OEO.  The AAAV(C) can be employed as either a single AAAV(C) functioning as a Tactical Echelon Command Post, two AAAV(C)s divided into Alpha and Bravo command groups functioning as a Tactical Echelon Headquarters, or as a single and/or combination of AAAV(C)s combined with other Marine Corps assets to function as a Main Headquarters.

3.1.c
AAAV Operational Organizational Structure.  The AAAV(P) and (C) will be fielded to units organized into Assault Amphibian (AA) battalions designed to lift the surface assault element of a MEF, AA companies designed to lift the surface assault element of a reinforced infantry battalion, AA platoons support of reinforced rifle companies, and AA sections designed to lift an infantry platoon with attachments.  When employed together, the AAAV(C) and AAAV(P) will provide the commander the capability to command and control his dispersed units throughout his assigned zone of action.  Notionally, a supported infantry regimental or battalion headquarters will receive two AAAV(C)s and two chase or supporting AAAV(P)s.  This four vehicle detachment will normally be divided into Alpha and Bravo command groups, each consisting of AAAV(C) and one AAAV(P). Every AAAV(P) will be capable of supporting an AAAV(C)  during operations.  This support will include providing combat protection through its weapon systems, embarking technicians, combat security, medical, and other support personnel and equipment as necessary.
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Figure 3-2.  AAAV Operational Node Connectivity Diagram (OV-2)

3.1.1 Roles and Missions.  The mission of the AAAV, as apart of the amphibious triad (Landing Craft, Air Cushioned (LCAC), AAAV, and MV-22), is to provide tactical mobility, survivability and use of sufficient battlespace to gain surprise, conduct forcible surface assaults, allow expeditionary forces the means to exploit an enemy’s weakness, avoid an enemy’s strength, and quickly secure inland objectives in a single, seamless stroke. 

The requirement for flexibility within mission and role assignments is a fundamental characteristic of the Marine Corps MAGTF organization. As an element of that force, the vehicle will be required to support standard operational roles and missions, to include operational requirements levied during Joint and Coalition operations.  An example of the vehicle’s operational versatility is its use in OEO.  The inherent flexibility, sustainability, and ability to task organize well qualify naval expeditionary forces for OEO.  OEO is not a distinct category of operations; it is a grouping of operations such as non-combatant evacuation, humanitarian assistance, peace keeping/peace enforcement, and counter-terrorism/counter-drug.  The AAAV(P) will function as an armored transport for evacuation, and/or a visible armored threat to contain violence/illegal activity, and the AAAV(C) will function as a stationary Command Post (Forward) (CP (FWD)).
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Figure 3-3. AAAV Follow-On Joint Ops (SOA)

3.1.2
Mission Type.  AAAV(P) and AAAV(C) will support the following major types of operational mission areas, as specified in JCS Publication 3.02, under Marine Corps Warfighting Publications (MCWPs) and Field Manuals (FMs).
Amphibious


Assaults


Demonstrations


Raids


Riverine Operations

Offense


Hasty attack


Deliberate attack


Movement to Contact


Reconnaissance in Force


Exploitation


Pursuit

Defense


Position Defense


Mobile Defense

Retrograde


Delay


Withdrawal


Retirement

CP Operations

The primary mission of STOM will initially entail the full scope of operational capability required to prosecute amphibious assaults, demonstrations, raids, and riverine operations.  With the seamless movement to objective the AAAV will move to the offense and prosecute hasty attacks, deliberate attacks, etc.  First priority of communications connectivity in the high speed approach to the landing area will be required between the AAAVs to coordinate the waterborne maneuver, and subsequent movement to the objective.  For the AAAV(C) the communications connectivity will be with the AAAV maneuver force, the sea-based command echelon, and to those other surface/airborne assault and support units, to include Joint and Coalition Forces, upon amphibious forces entry into the fight.

 3.2.  Employment Requirements.

3.2.1. Employment Schema/Operational Architecture View.  The Operational Architecture of the AAAV is driven primarily by the Marine Corps C4I architecture, and when operationally required, other Service participants within that C4I architecture.  With the development of a Joint Operational Architecture (JOA), the attendant Joint Systems Architecture (JSA) can be effectively scoped to ensure both C2 systems and communications for Joint and Coalition operations are effective and sustainable.  Current Joint and Coalition interoperability is attained through either employment and use of common systems and communication equipment, or through the use of liaison teams equipped with specific systems and communications capabilities to ensure compatibility with the linked to systems/communications architecture via digital or voice connectivity.  Movement among the Services to full compliance with Joint Technical Architecture (JTA 3.0) directives and standards will ensure a future operational architecture that will be interoperable across the Service boundaries.

Both vehicles operate as a “node” in the MAGTF C4ISR architecture.  Figure 3-4 provides a current high level architecture for the conduct of MAGTF operations.  This architecture is supported through the fielded radio communications equipment, i.e., SINCGARS, EPLRS, SATCOM (Extreme High Frequency (EHF), UHF, and Super High Frequency (SHF)), etc., and tactical telephone circuit equipment, i.e., Unit Level Circuit Switch (ULCS), linked within a prescribed network topology.
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Figure 3-4.  MAGTF C4ISR Architecture (OV-2)

The MAGTF C4ISR architecture will be subject to continual technical improvements. This evolutionary development and acquisition of technical improvements should be fully capable in 2010 (refer to Figure 3-5). The AAAV C4I system suite will access a network that will consist of a large number of low-power wireless local area networks (WLANs) interconnected by a self-organizing wide area network (WAN) of Joint Tactical Radio System (JTRS) radios.  To prevent fragmentation of the network due to distance or terrain, airborne relay nodes augment the terrestrial portion of the WAN backbone.  Similarly, JTRS broadband and satellite communications capabilities used where ranges are extended or heavy traffic concentrations are likely.  Finally, a multi-source MAGTF broadcast service is used for wide-area broadcast and multicast traffic. 

Each WLAN has a primary and at least one alternate wireless access point/gateway.  This scheme requires automatic promotion of alternate access points when the primaries fail or move beyond line of sight.  Dynamic name services are envisioned to resolve stable host names to dynamically assigned network addresses.  Thus, end-user terminals, such as the AAAV(P), are free to roam between friendly access points.    End-user terminals then must be capable of automatic access point selection and dynamic host configuration.

Each battalion-sized and larger unit (units with a staff) may deploy with a Combat Operations Center (COC).  In the AAAV(C) this COC will be organized into tactical forward and rear echelon CPs.  The tactical echelon CPs will contain a router, at least one file server, multiple generic workstations connected to a vehicle LAN, integral power, and communications (radio) suite of equipment.  Wireless bridges will be used to interconnect all tactical echelon CPs in a given unit COC, thus allowing passengers in separate vehicles to function as a single staff.  Similarly, tactical echelon CPs wireless access points permit staff officers outside the vehicles (perhaps in tents) to access the COC wireless LAN.  This simplifies expansion of a COC staff in situations where mobility is less important.  

An important aspect of the MAGTF C4ISR architecture is that all classes and classifications of traffic share the same network backbone.  Voice, video, and data share the same switching and transmission systems, regardless of their level of classification (e.g. secret or unclassified).  Currently, transmission capacity is too often pre-allocated to individual applications or classes of traffic, resulting in wasted bandwidth during inevitable idle periods.  In the objective architecture, voice traffic will be packetized and multiplexed along with other classes of traffic, ensuring more efficient use of shared links. 

It is likely that some form of supplemental DOD-owned or leased low earth orbit (LEO) or medium earth orbit (MEO) satellite-based communications service will also be available.  This service would primarily provide personal communications services (such as dial-up voice, messaging, and web browsing) to users via handheld terminals.  However, these shared systems are unlikely to have the capacity to completely replace terrestrial systems for a large joint task force.  So their role will be to supplement, rather than replace, terrestrial communications systems.  For example, the MAGTF CE staff will use these satellite-based communications (SHF, EHF, GBS, etc.) services for "reach back access", to key agencies for raw intelligence imagery, operational information, and geospatial data products. These assets may also be used for Joint Task Force (JTF)-level and inter-component communications; and as backup systems for communications personnel setting up or troubleshooting primary communications system.

[image: image5.png]hirbome Relay

Sateite Bassd
Relay and Persana
Commancatons
Services

Sensor  Rocon Team or
other steath user

Atermate Access

Access PointGatonay

Dismourted
Access PoiniGateway

‘Access PointGateway





Figure 3-5. MAGTF (2005-2010) C4ISR Architecture (OV-2)

3.2.1.1
AAAV(P) Operational Architecture.  The USMC operational architecture at Initial Operational Capability (IOC) for the AAAV (P) is depicted in Figure 3-6.  The primary focus of the C4I systems in the AAAV(P) is to support the infantry company and AAAV vehicle commander during amphibious and land operations.  A heavy reliance on voice communications is necessary; however, the ability to send and receive digital information (i.e. messages, overlays etc.) is a required capability. Figure 3-6 graphically identifies, at an operationally top-level view, interoperability exchange requirements noted in the AAAV ORD for the AAAV(P).  UHF satellite communications are included to support the need for OTH communications.   Data communication is possible over VHF SINCGARS, UHF HAVEQUICK II, UHF SATCOM and EPLRS channels.  Situational awareness is provided through data communications.  Both the communication and navigation systems are designed using open systems architecture approach to facilitate future improvements. To support the navigation and situational awareness, standard geospatial data products are loaded to the CCS.  The geospatial data standards accommodated by the CCS are VPF, Foundation Feature Data (FFD), and high resolution Littoral Warfare Data (LWD) Mission Specific Data Sets (MSDS).  These maps are loaded to the CCS via CD prior to launch.
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Figure 3-6.  AAAV(P) Operational Architecture (OV-1 for AAAV(P))

3.2.1.2
AAAV(C) Operational Architecture.   Figure 3-7 depicts the primary operational architecture for the AAAV(C).  The AAAV(C) will be employed by the supported unit commander as a mobile (land or water) tactical echelon command post at the infantry battalion and regimental levels, or employed temporarily as a FSCC. The primary focus of the C4I systems in the AAAV(C) is to support the commander and his staff during amphibious and land operations. Figure 3-7 graphically identifies, at an operationally top-level, the interoperability exchange requirements noted in the AAAV ORD for the AAAV(C).  For the AAAV(C) additional VHF radio assets and a High Frequency (HF) radio are included within the standard communications suite found in the (P).   This communications suite will support both LOS and OTH data and voice communications to link to the MAGTF CE aboard ship (LFOC, JIC, and SACC) and when the CE deploys ashore. To support the navigation and operational situational awareness at the staff and vehicle positions, standard Geospatial data products are loaded to the CCS and the MAGTF C4I tactical software applications.  The geospatial data standards accommodated by the CCS are VPF, Foundation Feature Data (FFD), and high resolution Littoral Warfare Data (LWD) Mission Specific Data Sets (MSDS). The geospatial standards employed by the tactical software applications are noted in paragraph 2.2.1.  Geospatial data to be used in support of the operation are loaded to the CCS and the MAGTF C4I tactical software applications via CD prior to launch.  This CD will be formed based upon operational/mission requirements and then provided by the MAGTF CE Topographic Unit to the staff for loading on the staff systems.
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Figure 3-7.  AAAV(C) Operational Architecture (OV-1 for AAAV(C))

3.2.2.  Threat and Tactical Considerations.

The threat to naval forces in the twenty-first Century will cross the entire operational continuum of military capabilities from dissident and guerrilla forces to regular forces equipped with weapons and technologies of various levels of sophistication.  These threats are outlined in the following documents:  Office of Naval Intelligence (ONI), Amphibious Landing Craft/Vehicles Threat Assessment,  ONI-TA-013-00 July 00; The Marine Corps Master Plan For The 21st Century (Final Draft); and the DIA-validated AAAV STAR MCIA-1575-003-99, dated February 99.  Threat tactics will capitalize on the potential vulnerabilities of naval forces in the Ship-To-Objective-Area (STOA).  The Threat effort will be fully coordinated.  Enemy reconnaissance, surveillance, target acquisition and fire support capabilities will be integrated to deny naval forces entry into the Littoral Penetration Area (LPA).  Failing that, the threat will focus on destroying landing forces during STOM.  Threat tactics will stress the early identification and destruction of landing force armor and mechanized resources.

3.2.2.1
System Vulnerability.  AAAV(C) C4I systems are not designed to counter any specific threat.  The inherent C4I capabilities of the AAAV(C) support the commander in accomplishing all missions and tasks normally assigned.  The AAAV(C) will be a high priority target.  Present and future threat capabilities will be characterized by:
· Enhanced multi-source intelligence collection

· Enhanced tactical mobility systems that reduce reaction time and improve firepower and troop protection.

· Higher-volume, longer-range command, control and communications.

· Enhanced counter-mobility capability by using surface and anti-landing mines, in conjunction with manmade obstacles in the littoral region.

· Improved accuracy and reliability of precision guided munitions.

· Increased weapon lethality and reliability.

· Enhanced Electronic Warfare (EW) capabilities to monitor, locate, jam, disrupt, destroy, and deceive.  This includes electronic attack measures using radio frequency and electromagnetic pulse devices, as well as effective High Altitude Electromagnetic Pulse (HAEMP) weapons.

· Enhanced Information Warfare (IW).

Additional detail on threats can be found in the Defense Intelligence Agency (DIA)-validated AAA System Threat Assessment (February 1999).

3.2.3.  Employment Rate.  The AAAV Operational Mode Summary/Mission Profile (OMS/MP) lists four primary general mission roles (percentage of time per role) for the AAAV(P):  Amphibious (15%), Offense (47%), Defense (29%), and Retrograde (9%) missions.  The current projected Operational Time per mission role, based upon 24 hours:  Amphibious (2.5 hours), Offense (10.1 hours), Defense (2.0 hours), and Retrograde (1.2 hours).   The Communications/Navigation subsystems of the AAAV(P) will be used 93% of the time during any of the mission profiles.  The projected annual operational usage of the (P):  Amphibious (206 hours), Offense (823), Defense (167 hours), and Retrograde (98 hours).

There are two primary general mission roles for the AAAV(C), Amphibious (12%) and Command Post Operations (88%).  The current projected Operational Time per mission role, based on 24 hours:  Amphibious (1.8 hours) and CP Operations (22.2 hours).  The Communications/Navigation subsystems of the AAAV(C) will be used 100% of the time during any of the mission profiles.  The projected annual usage of the (C): Amphibious (147 hours) and CP Operations (1,872 hours).   

3.2.4 Event Trace Timeline.  This section documents the anticipated timeline of activities of the AAAV(P) and AAAV(C) Tactical Echelon CP during sequential phases of ship-to-objective maneuver.  The times noted are drawn from the AAAV Operational Mode Summary/Operational Profile. Figure 3-8 provides a graphic overview of
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Figure 3-8.  AAAV Event Trace Timeline Diagram (OV-6c)

AAAV(P) and AAAV(C) activities and supporting informational needlines within the functional areas of Maneuver/CTP Ops, Fire Support Data Information, Intelligence Data in an OMFTS STOM Operation.  The detailed OMS/MP phasing derived is provided with a brief definition of the phase, and the significant activities/tasks that occur during that specific phase.  This phasing has also been used to structure the presentation of the AAAV’s activity/interoperability.  Refer to Appendix C, Interoperability Exchange Requirements Matrix (IERM), for operational activity/interoperability information.
EMBARKATION.  This phase encompasses movement of the AAAV from the shore to embarkation aboard ship.  

· Receive/transmit positive voice communication checks with Primary Control Ship (PCS) prior to launch.

· Receive safety information via voice communications from the PCS.

· Receive shore to ship transit plan/information via voice communications with PCS.

· Receive instructions from Navy embarkation officer aboard embarking amphibious ship via voice communications.

· Receive GPS position updates.

· Receive/transmit positive data communications check from AN/KSQ-1 master station aboard amphibious command ship.

TRANSIT TO AMPHIBIOUS OBJECTIVE AREA (AAAVs IN VEHICLE STOWAGE).  This phase encompasses the storage and maintenance of the AAAV aboard U.S. Navy amphibious shipping as it transits the ocean in route to the objective area. 

· Receive track data base information from the Navy Shipboard Wide Area Network (SWAN) via cable or wireless LAN, or via download from Compact Disk (CD) Read-Only-Memory (ROM).

· Receive/transmit e-mail via from SWAN via cable or wireless LAN.

· Receive training and mission rehearsal information from SWAN via cable or wireless LAN.

PREOPERATIONAL CHECKS.  This phase includes all C4I associated activities conducted prior to operational employment of the AAAV.

· Receive/transmit positive operational checks on all voice circuits with external stations.

· Receive/transmit positive operational checks on all data circuits with external stations.

· Receive the latest navigation data from the Navy SWAN.

· Receive track data base information for the common tactical picture from the SWAN.

· Receive tactical data from the SWAN to support operations and maneuver, intelligence, reconnaissance, logistics, and fire support missions.  

· Receive/transmit positive operational checks for the onboard Combat ID System. 

MOVEMENT TO WELLDECK.  This phase includes those activities associated with moving the AAAV from the ship’s vehicle stowage to the welldeck in preparation for launch.

· Receive/transmit directions from U.S. Marine and Navy embarkation personnel via voice communications.  
UNDERWAY LAUNCH FROM SHIP.   This phase is normally short and encompasses the physical  launch of the AAAV from the welldeck of a U.S. Navy amphibious ship.   

· Receive launch, control, and safety information via voice communications from U.S. Navy launch personnel.
· Receive/transmit a positive operational check on the Navy deconfliction network 
(AN/KSQ-1). 
ESTABLISH OPERATIONAL COMMAND POST (AAAV(C)).  This phase encompasses the time period immediately after launch when the AAAV emerges from the ship and establishes all communications circuits per the Communications Electronics Operating Instructions (CEOI).        

· Receive/transmit voice communications from senior and subordinate commanders to facilitate command and control of the unit for the commander.
· Receive/transmit voice and data operations and maneuver information to update the Common Tactical Picture (CTP).

·  Receive/transmit voice and data intelligence and reconnaissance information to assist the S-2s preparation of intelligence products for the commander.   

·  Receive/transmit voice and data logistic status updates. 

·  Receive/transmit voice and data fire support information in order to command, control, and coordinate mortars, artillery, naval surface fire support (NSFS), and close air support (CAS).   

· Receive/transmit voice/data updates from AAAV(P)s in the assault echelon.  

· Receive GPS position updates.  

· Receive/transmit voice and data tactical situation reports from the Bravo Command Group.

· Receive/transmit data combat ID queries.

· Receive/transmit periodic situational updates via voice communications from LCACs and Landing Craft Utilities (LCUs).
· Receive periodic course/transit corrections updates from the Navy deconfliction network (AN/KSQ-1).
HIGH WATER SPEED TRANSIT TO LITTORAL PENETRATION POINT (LPP).  This phase encompasses the high water speed transit of the AAAVs to the designated LPP within the assigned LPA.  As required:

· Receive/transmit voice communications from senior and subordinate commanders to facilitate command and control of the unit.
· Receive/transmit voice and data operations and maneuver information to update the CTP.

·  Receive/transmit voice and data intelligence and reconnaissance information to assist the S-2s preparation of intelligence products for the commander (AAAV(C)).   

·  Receive/transmit voice and data logistic status updates. 

·  Receive/transmit voice and data fire support information in order to command, control, and coordinate mortars, artillery, NSFS, and CAS (AAAV(C)).   

· Receive/transmit voice/data updates from AAAV(P)s in the assault echelon.  

· Receive GPS position updates.  

· Receive/transmit voice and data tactical situation reports from the Bravo Command Group (AAAV(C)).

· Receive/transmit data combat ID queries.

· Receive/transmit periodic situational updates via voice communications from LCACs and LCUs.
· Receive periodic course/transit and landing site correction updates from the AN/KSQ-1.
OPERATIONS IN TRANSITION MODE.  This phase encompasses those activities when the AAAV(C) transitions to low water speed prior to negotiating the surf zone.  As required:

· Receive/transmit voice communications from senior and subordinate commanders to facilitate command and control of the unit.
· Receive/transmit voice and data operations and maneuver information to update the CTP, to include countermine/counter-obstacle execution and cleared lane indicators.

·  Receive/transmit voice and data intelligence information to assist the S-2s preparation/update of intelligence products for the commander (AAAV(C)).   

·  Receive/transmit voice and data logistic status updates. 

·  Receive/transmit voice and data fire support information in order to command, control, and coordinate mortars, artillery, NSFS, and CAS (AAAV(C)).   

· Receive/transmit voice/data updates from AAAV(P)s in the assault echelon.  

· Receive GPS position updates.  

· Receive/transmit voice and data tactical situation reports from the Bravo Command Group (AAAV(C)).

· Receive/transmit data combat ID queries.

· Receive/transmit periodic situational updates via voice communications from LCACs and LCUs.
· Receive periodic course/transit corrections updates from the AN/KSQ-1 (AAAV(C)).
· Receive reconnaissance updates from reconnaissance elements ashore via voice and data.  
OPERATE IN LOW WATER SPEED (TRANSIT SURF ZONE).   This phase encompasses those activities when the AAAV transitions to low water speed and begins ingress to the beach to include negotiation of the surf zone.  As required:
· Receive/transmit voice communications from senior and subordinate commanders to facilitate command and control of the unit. 
· Receive/transmit voice and data operations and maneuver information to update the CTP, to include countermine/counter-obstacle execution and cleared lane indicators.

·  Receive/transmit voice and data intelligence information to assist the S-2s preparation of intelligence updates for the commander.   

·  Receive/transmit voice and data logistic status updates. 

·  Receive/transmit voice and data fire support information/updates in order to command, control, and coordinate mortars, artillery, NSFS, and CAS (AAAV(C)).   

· Receive/transmit voice/data updates from AAAV(P)s in the assault echelon.  

· Receive GPS position updates.  

· Receive/transmit voice and data tactical situation reports from the Bravo Command Group (AAAV(C)).

· Receive/transmit data combat ID queries.

· Receive/transmit periodic situational updates via voice communications from LCACs and LCUs.
· Receive periodic course/transit corrections updates from the AN/KSQ-1.
· Receive/transmit reconnaissance updates from reconnaissance elements ashore via voice and data. 
COMPLETE SHIP TO SHORE MOVEMENT.  This phase involves the actual transition of the AAAV from waterborne mobility to land mobility.   
· Receive/transmit voice communications from senior and subordinate commanders to facilitate command and control.   
· Receive/transmit voice and data operations and maneuver information to update the CTP.

·  Receive/transmit voice and data intelligence information to assist the S-2s preparation of intelligence updates for the commander (AAAV(C)).   

·  Receive/transmit voice and data logistic status updates. 

·  Receive/transmit voice and data fire support information/updates in order to command, control, and coordinate mortars, artillery, NSFS, and CAS (AAAV(C)).   

· Receive/transmit voice/data updates from AAAV(P)s in the assault echelon.  

· Receive GPS position updates.  

· Receive/transmit voice and data tactical situation reports from the Bravo Command Group (AAAV(C)).

· Receive/transmit reconnaissance updates from reconnaissance elements ashore via voice and data.
ESTABLISH COMMAND POST ASHORE.   This phase involves the activities associated with meeting the AAAV(C) mission of CP Operations (Tactical Echelon CP ashore), to include the Joint and Coalition operational environment. 

· Receive/transmit voice communications via radio and wire from senior and subordinate commanders to facilitate command and control of the unit for the commander.
· Receive/transmit voice and data operations and maneuver information via radio and wire to update the CTP.

·  Receive/transmit voice and data intelligence information via radio and wire to assist the S-2s preparation of intelligence products/updates for the commander.   

·  Receive/transmit voice and data logistic status updates via both radio and wire. 

·  Receive/transmit voice and data fire support information via radio and wire to command, control, and coordinate mortars, artillery, NSFS, and CAS.   

· Receive/transmit voice/data updates via radio and wire from AAAV(P)s in the assault echelon.  

· Receive GPS position updates.  

· Receive/transmit voice and data tactical situation reports from the Bravo Command Group.

· Receive/transmit reconnaissance updates from reconnaissance elements via voice and data in order to update the commander on the tactical situation.
· Receive/transmit voice and data operations and maneuver, intelligence, and fire support information from joint forces per the missions force structure (as required).

· Receive/transmit voice and data operations and maneuver, intelligence, and fire support information from coalition forces per the missions combined force structure (as required).

PERFORM OFFENSIVE COMBAT OPERATIONS.   This phase encompasses those activities necessary to conduct offensive combat operations such as missions of hasty and deliberate attacks, movement to contact, exploitation, raids, etc., to include the Joint and Coalition operational environment.

· Receive/transmit voice communications from senior and subordinate commanders to facilitate command and control of the unit.
· Receive/transmit voice and data operations and maneuver information to update the CTP.

·  Receive/transmit voice and data intelligence information to assist the S-2s preparation of intelligence updates for the commander (AAAV(C)).   

·  Receive/transmit voice and data logistic status updates. 

·  Receive/transmit voice and data fire support information/updates in order to command, control, and coordinate mortars, artillery, NSFS, and CAS (AAAV(C)).   

· Receive/transmit voice/data updates from AAAV(P)s in the assault echelon.  

· Receive GPS position updates.  

· Receive/transmit voice and data tactical situation reports from the Bravo Command Group (AAAV(C)).

· Receive/transmit reconnaissance updates from reconnaissance elements via voice and data in order to update the tactical situation.
· Receive/transmit voice and data operations and maneuver, intelligence, and fire support voice information from joint forces per the missions force structure (as required).

· Receive/transmit voice and data operations and maneuver, intelligence, and fire support voice information from coalition forces per the missions combined force structure (as required).

PERFORM DEFENSIVE COMBAT OPERATIONS.   This phase encompasses those activities necessary to successfully conduct defensive combat operations, such as missions of position defense and mobile defense, to include the Joint and Coalition operational environment.

· Receive/transmit voice communications via radio and wire from senior and subordinate commanders to facilitate command and control of the unit.
· Receive/transmit voice and data operations and maneuver information via radio and wire to update the CTP.

·  Receive/transmit voice and data intelligence information via radio and wire to assist the S-2s preparation of intelligence updates for the commander AAAV(C)).   

·  Receive/transmit voice and data logistic status updates via both radio and wire. 

·  Receive/transmit voice and data fire support information via radio and wire in order to command, control, and coordinate mortars, artillery, NSFS, and CAS (AAAV(C)).   

· Receive/transmit voice/data updates via radio and wire from AAAV(P)s in the assault echelon.  

· Receive GPS position updates.  

· Receive/transmit voice and data tactical situation reports from the Bravo Command Group (AAAV(C)).

· Receive/transmit reconnaissance updates from reconnaissance elements via voice and data in order to update the tactical situation.
· Receive/transmit voice and data operations and maneuver, intelligence, and fire support information from joint forces per the missions force structure (as required).

· Receive/transmit voice and data operations and maneuver, intelligence, and fire support information from coalition forces per the missions combined force structure (as required).

OTHER FORMS OF OPERATIONS.  This following activities support missions of amphibious assaults, demonstrations, raids and riverine operations, retrograde operations, to include delay, withdrawal, and retirement actions, and finally those peace keeping and peacemaking operations tasked within the framework of the standard missions assigned, to include the Joint and Coalition operational environment.

· Receive/transmit voice communications via radio and wire from senior and subordinate commanders to facilitate command and control of the unit.
· Receive/transmit voice and data operations and maneuver information via radio and wire to update the CTP.

·  Receive/transmit voice and data intelligence information via radio and wire to assist the S-2s preparation of intelligence products/updates for the commander (AAAV(C)).   

·  Receive/transmit voice and data logistic status updates via both radio and wire. 

·  Receive/transmit voice and data fire support information via radio and wire in order to command, control, and coordinate mortars, artillery, NSFS, and CAS (AAAV(C)).   

· Receive/transmit voice/data updates via radio and wire from AAAV(P)s in the assault echelon.  

· Receive GPS position updates.  

· Receive/transmit voice and data tactical situation reports from the Bravo Command Group (AAAV(C)).

· Receive/transmit reconnaissance updates from reconnaissance elements via voice and data in order to update on the tactical situation.
· Receive/transmit voice and data operations and maneuver, intelligence, and fire support information from joint forces per the missions force structure (as required).

· Receive/transmit voice and data operations and maneuver, intelligence, and fire support information from coalition forces per the missions combined force structure (as required).

· Receive/transmit critical information from/to non-governmental agencies (NGOs) via voice communications.

· Receive/transmit critical information from/to host nation agencies/forces via voice communications.
3.2.5
Workload Considerations.  The AAAV(P) subsystems are designed to facilitate ease of access and operation of communications (internal and external) and display of information (messages/status info).  The processors, controls, and displays (PCDs) provided to the Vehicle Commander, Troop Commander, Driver, and Gunner provide the user with data/message information in line with that position’s requirements, i.e., engine status (driver and vehicle commander), range to target (gunner and vehicle commander), etc.  The Troop Commander, through his PCD and communications link is capable of accessing current CTP information/data, as is the Vehicle Commander, in order to insure operational mission performance.  As noted under OMS/MP data the communications and navigation data will be accessed 93% of the operational mission time.

The AAAV(C) C4I subsystems, which include the (P) Communications/Navigation subsystems, will also include the embarked staff workstations/MAGTF C4I software applications and a more extensive communications equipment suite.  The (C) will also be designed to facilitate ease of access to information/data, and further provide flexibility to the embarked staff to access any of the tactical software applications at any of the workstation positions.  Organizational structure of the embarked staff is in line with the standard COC structure.  The essential areas of concern of maneuver, intelligence and fire support are provided within the AAAV(C)’s integrated C4I system architecture.

3.3  Systems Architecture.  The systems architecture is based upon the operational architecture provided in Section 3.2.1.  The key nodes, types of information exchange, and communications systems employed are provided. The following system architecture figures, Figures 3-9 and 3-10, graphically identify, at an operational/system-level, C3 system related interoperability exchange requirements noted in the AAAV ORD for the AAAV(P) and AAAV(C).
3.3.1
AAAV(P) Systems Architecture.   The AAAV(P) system architecture is shown in Figure 3-9.
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Figure 3-9. AAAV(P) Systems Architecture (SV-1 for AAAV(P))

The AAAV(P) crew will be capable of establishing direct connectivity for digital traffic with the (C), (P) and other units and agencies, to include Joint and Coalition forces via the onboard Command and Control Server (CCS).  The CCS will provide the crew operational digital message capability with higher and adjacent units/agencies to the level of that other unit’s compliance with the digital message standard.  Standard voice communications connectivity will be provided via the onboard communications suite.  This suite will provide the communications link to identified agencies, elements, units, or weapons, MAGTF, Joint or Coalition assets, as specified within the organization's communications plan.
3.3.2
AAAV(C) Systems Architecture.  The AAAV(C) system architecture is shown in Figure 3-10.  This system architecture identifies specific communications assets and MATGF C2 tactical software applications that will be used aboard the AAAV(C) within the architecture of the time frame.  The C4I system within the AAAV(C) will conform to the interoperability identified with the Joint Technical Architecture, with the primary directed functional capability of providing essential interoperability within the MAGTF C4I architecture.  
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Figure 3-10.  Tactical Echelon CP/FSCC Systems 

Architecture (SV-1 for AAAV(C))

Key MAGTF C4I systems employed at the Battalion Landing Team (BLT) and Regimental Landing Team (RLT) Tactical Echelon CP will be the C2PC client (accesses Operational/Maneuver data of TCO and Intelligence/I3 data of IAS), TCO, IAS and AFATDS.  These C2 systems applications will address functional mission tasks in operations, intelligence and fire support.  The connectivity and CTP update loading will require the C2PC client, TCO and IAS to reach back to the Landing Force Operations Center (LFOC) aboard ship, COC ashore, or TCO/IAS servers on the AAAV(C) to access the databases required.  The AFATDS will link back to the Supporting Arms Coordination Center (SACC), Force Fires Coordination Center (FFCC) and other C2 agencies dependent upon the phase of the operation, i.e., fire support C3 remains afloat, or to the Naval Surface Fire Support (NSFS) ship) (fire support has been phased to the tactical echelon). Connectivity and receipt/transmission of digital message traffic with adjacent units, to include Joint and Coalition C2 agencies/units, fire support assets, to include aircraft, and other mechanized assets, i.e., AAAV(P), Artillery Fire Direction Center (FDC), etc., will be received and processed through the C2PC, TCO, IAS and AFATDS systems/workstations.  Interoperability with Joint and Coalition forces will be provided via voice/physical liaison or via the MAGTF C2 systems and communications network/physical liaison. In addition, AAAV(C) crew will be capable of establishing direct connectivity for digital traffic with the (P) via the onboard CCS device for crew related operational message traffic.  Standard voice communications connectivity will be provided via the onboard communications suite to link identified agencies, elements, units, or weapons assets as specified within the organization's communications plan.

3.4.  Technical Architecture View. 

The Technical Architecture View consists of the current Technical Architecture (TA) Profile product (TV-1) from the C4ISR Architecture Framework 2.0 and AAAV(C) COE.  Table 3-1 provides the applicable standards that will be used within the AAAV that apply to system interfaces.  Standards and specifications will be updated as the architecture is matured, both at the AAAV system and the interfacing/Service requirements level.

Table 3-1.  Technical Architecture (TA) Profile (TV-1)

Service Area
Service
Standard/Specification

General Information
N/a
AAAV ORD

Management Information
N/a
AAAV IPS

Other Profiles
N/a
DII COE



I&RTS (v4.0)

Application Program Interface (API)

DII COE



I&RTS (v4.0)

Software Engineering Services
CASE Tools/Software Development Environment
ECMA 149 (PCTE)


CASE Tools/Software Support and Life Cycle Processes
ANSI/IEEE 828-1990 Software Configuration Management Plans



ANSI/IEEE 1042-1987 Guide to Software Configuration Management



EIA J-STD-016, Standard for Information Technology Life Cycle Processes Software Development2.0



ISO 12207


Programming Languages/ 3Logic and Math Function
IEEE 754 (Floating Point)


Programming Languages/Ada
ISO 8652-1995 (Ada)


Programming Languages/C
ISO 9899


Language Bindings/Ada
ECMA 162 (Binding to PCTE)



IEEE 1003.5 (Bindings to POSIX)



ANSI X3.168 (Embedded SQL)


Language Bindings/C
n/r

User Interface Services
Client Server operations
NIST FIPS Pub 158-1 (X-Windows)



OSF Motif Application Environment Specification (AES) Release 2.1


GUI Communications and Data Interchange Format
OSF Motif Inter-Client Communication Convention Manual (ICCCM)


Object Definition Management/Style Guide
DoD HCI Style Guide (v3.0), User Interface Specification for the Defense Information Infrastructure (DII), June 1996

Data Management Services
Data Management System
FIPS Pub 127-2 (SQL)


Data Dictionary/Directory Services
FIPS Pub 156 (IRDS)


Database Security
DoD 500.28-STD (TCSEC), NCSC-TG-021 (TDI)

Data Interchange Services
DoD Applications/Symbology Graphics
MIL-STD 2525 (Symbology Graphics), STANAG 2019(1) (Military Symbols for Land Based Systems, QSTAG 509 (Military Symbols)


Characters and Symbols/Font Information Exchange
ISO/IEC 9541 (Font Information Exchange)


Hardware Applications
TBD


Optical Digital Technology
JTA 3.0 

Facsimile
Analog
TIA/EIA-465-A Group 3


Digital
MIL-STD-188-161D


Document Exchange
n/r


Electronic Forms Interchange
n/r


Technical Data Interchange/Vector Graphics
Vector Product Formats VPF -   Foundation Feature Data (FFD), Digital Nautical Chart (DNC), Vector Maps (VMAP), and World Vector Shoreline (WVS), and Littoral Warfare Data (LWD), and Digital Terrain Elevation Data (DTED).  Products used on C2 systems and FFD/LWD used on CCS.


Raster/Image Data Interchange/Image Data Interchange
Raster Product Formats RPF - Compressed ARC Digital Raster Graphics (CADRG) and Controlled Imagery Base (CIB


Raster/Image Data Interchange/Product Data Interchange
Imagery data transfer  - NITF V2.0 Format, JPG Format.  Both used by IAS system.

Applications
DoD Applications/Geospatial Data Exchange
MIL-STD-2411A, MIL-STD 2407, MIL-STD 2401-WGS-84


Marine Corps Tactical C2 Systems 
TLDHS:  see MNS for Lightweight Laser Designator Range Finder dtd 6-16-92

UAV:  This interface will be radio, dependent on the radio relay package employed aboard the UAV (EPLRS, VHF SINCGARS, etc.)

AFATDS:  AFATDS ROC/ORD 1-29-90, AAAV(C) COE 16 Jan 97

FSC2S (IFSAS):  FIREMAN ORD dtd 5-2-95

TCO:  ORD dtd 2-6-95

IAS w/s:  ORD dtd 5-1-95

DACT:  ORD dtd 5-1-95


DoD Applications/Exchange of Formatted Military Messages
MIL-STD 6040, CJCSM 6120.05, VMF TIDP, Defense Messaging System (DMS)


DoD Applications/Tactical Communications
Wire Interface:

MIL-STD-188-113, MIL-STD 188-114, MIL-STD-188-200

External LAN Interface: DACT ORD dtd 5-1-95

DWTS:  ORD dtd 10-21-93

Fiber Optic Interface:  MIL-STD-188-111

Internal LAN Interface:  802.3 Ethernet LAN

Commercial Telephone:  MIL-STD-188-100, EIA 422, EIA 423

GPS (PLGR):  GPS user equipment must employ Precise Position Service (PPS) using Selective Availability and Anti-Spoofing

PLRS:  ORD w/ch 1 dtd 3-1-93

GBS:  Receive Segment (RT/RBM equipment) - convert video and broadcast into DII COE compliant formats.

EHF SATCOM:  MIL-STD-1582C, MIL-STD-188-136

VHF:  MIL-STD-242

UHF:  MIL-STD-188-243

UHF-SATCOM:  MIL-STD-188-181, MIL-STD-188-182, MIL-STD-188-183

HF:  MIL-STD-188-148, MIL-STD-188-110A, MIL-STD-188-141A

Wireless LAN: LAN Series/IEEE 802.11, JTA 3.0 

Graphic Services
Compression/Text and Data
X/Open C203 (XPG4 “pack” and “unpack”)


Compression/Still Image
n/r

Network Services
Application Oriented/Remote File Access
MIL-STD-2045-17508 Part 1-6 (FTAM)


Application Oriented/Message Transfer
MIL-STD-2045-17501 Parts 1-5, MIL-STD-2045-17502 Parts 1-5 (MHS Profile), MIL-STD-2045-15710 (Application Layer)


Application Oriented/ Terminal Emulation
n/r


Application Oriented/Remote Login
n/r


Application Oriented/Remote Procedures Call
n/r


Application Oriented/ Directory Services
ISO 9594 (X.500 Series)(for electronic mail), IAB Standard 13/RFC-1034/RFC-1035 (for translating between host names and IP addresses


Application Oriented/ Addressing
ITU (CCITT) X.500 (ISO 9594)


Application Oriented Transaction Processing
n/r


Application Oriented/ Connection Establishment/ Release
IAB Standard 7/RFC-793 (TCP)


Application Oriented/Network Management
IAB Standard 15/RFC-1157 (SNMP), IAB Standard 16/ RFC-1155 (Structure of Management Information), IAB Standard 17/RFC-1213 (MIB)


Transport Oriented/Routing
RFC 1812 IP ver 4 Routers, IAB Standard 6/RFC-768, IAB Standard 7/RFC-793, IAB Standard 8/RFC-854/ RFC 855, IAB Standard 13/RFC-1034/RFC-1035, IAB Standard 15/RFC-1157, IAB Standard 16/RFC-1155, IAB Standard 17/RFC-1213, RFC-951, RFC-1533, RFC-1541, RFC-1542, IAB Standard 33/RFC-1350


Transport Oriented/Error Recovery
MIL-STD-2045-14502 Part 1A (Internet Transport Profile)


Transport Oriented/Flow Control
IAB Standard 7/RFC-793.  TCP shall implement the PUSH flag and the Nagle Algorithm as defined in IAB Standard 3; IAB Standard 5/RFC-791/RFC-950/RFC-919/RFC-922/RFC-1112.  The IP implementation must pass Type-of-Service values up to the transport layer.  To support Combat Net Radio, the multi-addressed IP option field defined in MIL-STD-2045-14502 Part 1A must be used.


Transport Oriented/ Sequencing
Not required


      Data Compression
Not required


      Priority/Precedence
IAB Standard 7/RFC-793. 

Security Oriented


Network Security
SDN.301, Revsion 1.5, SDNS Security Protocol 3 


      Integrity
IEEE 802.10B

ISO 11586 (GULS)


      Security Association & Key Management
ISO 11586 (GULS)


      Access Control
NIST FIPS PUB 179 (GNMP)

ISO 10736 (TLSP)

ISO 11577 (NLSP)

MIL-STD-2045-18500 (MSP)


      Authentication
NIST FIPS PUB 179 (GNMP)

NIST FIPS PUB 180 (SHS)

NIST FIPS PUB 186 (DSS)

IEEE 802.10B (SDE)

MIL-STD-2045-18500 (MSP)


      Alarm Reporting
NIST FIPS PUB 179 (GNMP)

ISO 10164 (Alarm Reporting Function)


      Auditing
ISO 10164 (Audit Trail Function)


      Security Management
NIST FIPS PUB 179 (GNMP)

ISO/IEC 9595 (CMIS)


      Security Labeling
MIL-STD-2045-48501

(Common Security Label)

ISO 10736 (TLSP)

ISO 11577 (NLSP)

NIST FIPS PUB 188 (SSL)


      Encryption
NIST FIPS PUB 46 (DES)

NIST FIPS PUB 185 (EES)


      Non-Repudiation
NIST FIPS PUB 186 (DSS)

NIST FIPS PUB 180 (SHS)

ISO 11586 (GULS)

MIL-STD-2045-18500 (MSP)

Subnetwork Technology

MIL-STD-187-700A


      Combat Net Radio
MIL-STD-188-220B (DMTD)

as profiled in

MIL-STD-2045-14502 Part 6A


      Local Area Network
ISO/IEC 8802-3 (1993)

(10 Base T MAU)


Wireless LAN Series/IEEE 802.11
JTA 3.0

Operating System Services
   Kernel Operations
NIST FIPS PUB 151-2 (POSIX)

IEEE 1003.1 (POSIX)

IEEE 1003.5 (Ada Bindings)


   Media Handling
IEEE 1003.1 (POSIX)


   Shell and Utilities
IEEE 1003.2 (POSIX Shell and Utilities)

FIPS PUB 189-1


   Real-Time Services
IEEE 1003.1 (POSIX)

Systems Management Services
   Systems Management
IEEE 1003.1 (POSIX)

IEEE 1003.2 (POSIX)

NIST FIPS PUB 151-2 (POSIX)

MIL-STD-2045-38000

MIL-HDBK-1351



Distributed Computing Services
   Distributed Data
Not required


   Client – Server
Not required


   System Management
Not required

4.  Derived C4 Support Requirements.

4.1.  C4I Operational Support Requirements.

The AAAV(P) will operate as the primary amphibious assault echelon vehicle, and the AAAV(C) will provide the mobile tactical command and control command post capability for the embarked Ground Combat Element commander to influence the assault echelon's maneuver against the assigned objective.  The AAAV variants employ the full communications and command and control systems capability necessary to provide the embarked Marine units the essential C4I capability to meet the AAAV ORD interoperability key performance parameters required within the force via voice or digital/data communications.  The digital messaging capability available on the variants fulfills the operational commander’s requirements in the areas of fire support, maneuver and intelligence.  The AAAV(P) as a maneuver asset is capable of observing, directing, and reporting information required at higher and adjacent command facilities.  The messages available via the CCS provide the digital form to allow this activity to occur.  The AAAV(C), as a command and control facility, is capable via the C4I Suite (MAGTF C2 systems) and CCS of receipt, processing and distribution/transmission of tactical C2 information to higher, adjacent, subordinate, supporting arms, combat service support, and as required, joint services/allied/coalition command nodes.  The AAAV CCS will integrate the required standard digital messages identified by the Marine Corps (VMF).  In addition, the AAAV(C) will leverage the standard messaging available in the MAGTF C2 systems in addressing the receipt, processing and transmission in the functional areas of fire support, maneuver (to include limited logistics requests), and intelligence.

As noted in the operational and systems architecture diagrams, the AAAV(P) employment will remain consistent, i.e., amphibious armored personnel carrier.  The AAAV(C) will be employed in one of two mission configurations: (1) Tactical Echelon CP or (2) a temporary FSCC.  These mission configurations will further be employed within either a BLT or RLT command organization.  As previously identified the AAAV(C) will use MAGTF C4I software applications as the commander and staff's primary decision-aids.  The AAAV(P) and AAAV(C) crews will use the CCS as the primary situational awareness and digital messaging processor.  Communications systems identified in the system descriptions for the AAAV(P) and AAAV(C) will provide the necessary links to support voice and/or digital data operational traffic in the OMFTS employment as either a Tactical Echelon CP or temporary FSCC.

4.1.a
Timeliness:  In OMFTS employment, the AAAV(C) BLT and RLT Tactical Echelon CPs, will require the timely distribution of CTP data throughout the operation.  The initial area of data must be updated to reflect changing operational information, i.e., changes to approach lanes, current enemy movement, etc., in order to allow for rapid modification to the initial landing plan, or the mission.  In addition, changes in fire support plans, calls for fire (identification of targets of opportunity by sensors organic to the assault echelon from AAAV(P) or onboard crew will require reliable connectivity for timely delivery.  The identified areas are important and the value of the data is commensurate with the phase of the operational mission.  

4.1.1.  Level of Detail.  USMC employment of the AAAV variants in a STOM operation will require sufficient connectivity for access of intelligence updates and information that will be used by the onboard MAGTF C4I software applications, primarily IAS.  The detail required will be determined by the needs of the operational commander.  Specific data presented will be tailored and transferable via the identified communications links established for the MAGTF.   These links will provide the throughput necessary (defined bandwidth) to meet the transfer of all essential data, CTP, intelligence, and fire support information.  However, specific support issues remain in the area of joint interoperability, combat identification, and the communications architecture.

At this time there is a critical lack of specific operational information regarding the AAAV and its specific interface requirements within the joint operational battlefield. The lack of a fully detailed JOA and as a result, a clearly articulated JSA leaves the developing systems in a cloud of operational questions and potential questionable system level interoperability requirements.  In order to develop a responsive and efficient interoperability capability for the AAAV, there needs to be a clear, direct and substantiated listing of interfaces required for the joint environment.  Derived Service-oriented requirements for lower level units, i.e., platoon/section/vehicle, to interoperate have been discussed, but cannot be supported by a JOA that defines the requirement that that interface/interoperability must exist.  C2 systems do not define the requirement for an interface; it is the operational requirement that calls for that interface to exist.

Another area that has been called for, but is not sufficiently detailed in a joint operational context, is in the area of combat identification.  CID can be supported through the distribution and processing of near-real time SA, and/or additionally through the identification on a real time basis of the system, i.e., laser warning indication, and the immediate distribution of messaging to specifically warn the engagement that the "target" under engagement is a friendly. This CID requirement must be considered from the standpoint of the method of joint implementation, operational interface/interoperability required (data/voice), and USMC operational/doctrinal employment within a non-defined JOA. The Marine Corps has not selected, nor programmatically funded, a CID system for fielding to the Marine Corps.  A AAAV requirement has been identified and a space/weight claim has been identified for the AAAV in accommodating the final CID system employed.  In that CID is identified in the AAAV ORD, a Marine Corps action is required to resolve the acquisition issue.  Also the operational employment/interoperability methods need to be put into place to ensure the efficient and effective employment of CID on the AAAV. 

The last two support issues that effect the employment of the AAAV are based upon programmatic/fielding schedules.

First, the combat employment of AAAV in the OMFTS environment will rely on the expeditious and effective employment of naval surface fire support and air support.  As noted in the operational view and system view graphics we anticipate the ability to receive, process and forward to identified agencies/firing units the specific orders to fire/engagement directions.  In order to support the digital, automated system link for fire support, there is critical need to ensure that a naval fire support command and control system is available in the Supporting Arms Coordination Center, and aboard the naval surface fire support unit.  Program Funding, schedule achievement, and implementation of standard VMF messaging in the acquisition of the naval fire support command and control system must be in place to ensure a interoperable link with the current AAAV(P) CCS/C2PC system and the AAAV(C)'s employment of AFATDS for fire support command, control and coordination.  

Finally, the current employment of communication equipment in support of the C4I capabilities required aboard the AAAV(P) and AAAV(C) is sufficient to support the defined STOM operational architecture.  The efficiency of this communications architecture/topology will be increased with the fielding of the JTRS and additional communications equipment improvements to be made to support the C4ISR architecture of 2005-2010.  At this time bandwidth and throughput studies are being done to ensure adequate support and to assist in the framing of doctrine based on the concepts of employment of communications in support of OMFTS.  In line with this Marine Corps-specific effort, the joint communications environment must be adequately detailed down to the platoon/section/unit level to ensure that the communications support required at the focus of the operational effort is effective and sufficient.  These efforts must be continued and must be adequately supported with funding, not just within the Marine Corps, but at the joint interface level.  The statement that systems are JTA or DII COE compliant does not ensure that the operational effectiveness of the joint operational communications topology to be used, especially at the lower tactical command levels, will ensure combat success.

4.1.2. Intelligence Considerations.  The AAAV(C), in its role as the tactical echelon CP, will be capable of receiving geospatial data, intelligence, and imagery information via voice and/or digital message links from the MAGTF CE/JIC via the onboard communications system.  The shipboard communications architecture will be capable of supporting the extended communications reach-back and the level of bandwidth required for receipt of this data.  The MAGTF CE/JIC is jointly staffed, Navy/Marine Corps intelligence center aboard the ship, which obtains, through the use of shipboard communications assets, needed updates and new raw intelligence data from CINC/National agencies.  The JIC personnel analyze and evaluate raw imagery and intelligence data received from external agencies and organic/external sensors.  With the movement of the MAGTF CE/JIC ashore, the MAGTF CE intelligence staff (JIC) acts as the "reach back port" through organic/attached communication assets, i.e., SHF, EHF, GBS, etc. to request and receive the necessary updates and information.  At no time is the AAAV(C) a receiver of unprocessed intelligence/imagery data.  The MAGTF Commander will provide the scaled and filtered operational products to the GCE commander in the prosecution of the maneuver battle.

Geospatial data will be provided to the MAGTF CE/JIC.  The MAGTF CE's Topographic Detachment will provide the geospatial data to the GCE/AAAV(C)and (P).  The medium for providing this data to the GCE/AAAV(C) and (P) will be through a CD or the LAN (SWAN).  The CD may have already been provided prior to embark or cut aboard ship from geospatial data files received at the JIC.  The geospatial data received will be scaled to the operational mission requirements, imported to a hard media (CD) or database file, and then subsequently loaded to the AAAV tactical C2 systems, i.e., CCS, TCO, etc., prior to launch from the ship via either the CD or the LAN (SWAN).

Intelligence data will be gathered from available organic sensors and external sensors/agencies.  This data will be provided to the JIC and the MAGTF CE staff for processing.  Processed intelligence data will be provided to the AAAV when aboard ship via LAN (SWAN) connection for download of overlay/CTP/intelligence/fire support data to the tactical C2 systems.  During AAAV seaborne maneuver and subsequent land operations, intelligence data will be provided via the Annex K-specific tactical communications links.

Imagery is acquired from external agencies or employed organic sensors and passed to intelligence systems/personnel in the JIC.  The MAGTF CE/JIC intelligence staff will process and interpret the imagery-based data.   This processed data will be used for immediate and planned targeting and current enemy and friendly position location information.  Imagery is provided to the AAAV(C) while aboard ship through the LAN connection.  This imagery will be provided in NITF format or JPG file format over the LAN or the Annex K-specified intelligence communications link.  Access and review of this processed data/imagery by the GCE intelligence staff aboard the AAAV(C) is via the onboard IAS application or the C2PC application.  The C2PC Intelligence client segment allows the operator to access the IAS database via the C2PC.  Processed intelligence/imagery data provided to the AAAV(C) will be stored as dictated by the commander.  Data will be scaled/filtered by the MAGTF CE to provide only that data needed by the GCE to prosecute the specified operational mission.  Intelligence data, to include imagery, will support the following required intelligence functions: 

· Determine threat forces center of gravity, critical vulnerabilities, capabilities, and intentions.

· Identification of suitable entry points, route trafficability, detailed terrain, weather, and other environmental factors covering the maneuver space.

· Assist commanders in the identification of critical information requirements.

As a result, the commander will be able to maintain enemy situational awareness, plan future activities effectively, and facilitate timely decisionmaking. This intelligence/situational awareness data will be provided by an array of real time and near-real time assets, or from intelligence and operations database information (IAS and TCO).  Specific joint intelligence requirements as established through a JOA, or those systems established through a JSA have not been finalized.   In an OMFTS, STOM or SOA environment with a highly mobile and fluid battlefield, the need for responsive links, with sufficient bandwidth is essential.  Through proper communications planning and tasking of assets, the flow of data can be achieved to support operations from the launch, through the Littoral Penetration Points (LPPs), to the objective, and in subsequent operations ashore.  The broad range of communications capabilities that are resident within the AAAV(C) and the MAGTF C4ISR architecture provide sufficient options for access to the operational network maneuver, fire support and intelligence data.  

The AAAV(P), in its role as a primary troop delivery asset, will require voice and/or digital message links to mobile, sea-based, or stationary CPs in order to access intelligence/situational awareness data from near-real time sensor assets, i.e., other ground vehicles and sensors, observers, etc., or from operations database information (TCO).  The communications system aboard the AAAV(P) will support the timely access and distribution of data to both crew and embarked troop commander.  Timely access to data, and the processing of that data, are dependent on the operational employment method, nature of the information, and the inherent performance capabilities provided by the MAGTF communications equipment and C4I software applications employed on the vehicle.  Standards of operational performance have been used in the design and development of the MAGTF C4I software applications and communications equipment found in the AAAV.  This C4I suite will provide the necessary communications connectivity, both voice and data, and C2 processing capability to provide timely C2 decision support to the AAAV crew and the embarked commander/staff.

Both the AAAV (C) and the AAAV (P) will employ specific technical information assurance safeguards. The AAAV is required to provide the necessary provisions for information security, and will receive security accreditation up to and including SECRET-HIGH.  These technical safeguards include the use of government furnished communications encryption equipment and other specific physical controls to ensure the security of data being received, processed, used or transmitted from or to the AAAV.  The encryption capability will be either embedded within the communications equipment, or will be provided as a separate encryption device.  Additional physical security capabilities are provided through the use of an audit log, directed access control, such as password controls and specification of privileges for data/documentation, and use of classification markings of printed documentation, hardware and data storage mediums.  Mass memory assets, containing classified or sensitive data are designed for operator quick removal.  In addition, physical destruction of data and medium is a viable option.  The AAAV is designed in compliance with Application Software entity security standards and Human-Computer Interface security standards.  These standards require the AAAV to provide for unauthorized user intrusion detection and detection and eradication of malicious code (virus detection and removal).  Further, the AAAV will have the ability to purge magnetic and semi-conductor memory, and the capability to execute zeroization/permanent erasure of all sensitive/classified data, both digitally stored vehicle data (to disable operations) and stored tactical C2 systems data. Through the use of these technical security safeguards, both physical and software implemented, the AAAV complies with current information security requirements designed to protect information from unwanted exploitation. 

4.1.3 Other Communications Considerations.
Table 4-1.  AAAV(C) External Interfaces

External Interface
Network Used
Transmission Type
Frequency
Spectrum
Bandwidth
Databases 

Used
Software 

Used
Critical Interfaces
External

Connectivity

SINCGARS
CEOI specified
FF, FH or SIP, AM/FM/FSK
30-88MHz
VHF
3kHz, 25kHz
N/A
N/A
Network to Comms Path Interface Device
81mm Mortar, 

AAAV (P) 

Adjacent Infantry Regt COC

Adjacent Infantry Regt FSCCs,

Artillary BN FDC, 

Bravo Command Group 

Close Air Support, 

Combat Engineers Detachment DASC, 

Division COC

Division FSCC, 

FO

FAC

FOC(A)

Force Recon Squad 

Infantry Battalion COC

Infantry Battalion FSCC, 

LAV Platoon

MAGTF CE, 

     SACC/FFCC, 

     TADC/HDC, 

     LFOC/JIC/TACLOG,

Naval Surface Fire Support Ship,

Radio BN Detachment Regimental COC,

Regimental FSCC, 

Tank Platoon/Company

UAV

AN/PSC-5
CEOI-specified
FF or HQ-II, AM/FM/FSK
225-400MHz
UHF LOS
25kHz
N/A
N/A
Network to Comms Path Interface Device
Close Air Support, 

FAC(A)

UAV























External Interface
Network Used
Transmission Type
Frequency
Spectrum
Bandwidth
Databases 

Used
Software 

Used
Critical Interfaces
External

Connectivity

AN/PSC-5
CEOI-specified
non-DAMA, SBPSK
225-400MHz
UHF SAT-COM
25kHz
N/A
N/A
Network to Comms Path Interface Device
AAAV (P) 

Division COC

Division FSCC, 

Force Recon Squad 

MAGTF CE, 

     LFOC/JIC/TACLOG, SACC

Bravo Command Group

AN/PSC-5
CEOI-specified
DAMA, FSK
225-400MHz
UHF SAT-COM
5kHz or 25kHz
N/A
N/A
Network to Comms Path Interface Device
AAAV (P) 

Division COC

Division FSCC, 

Force Recon Team 

MAGTF CE, 

     LFOC/JIC/TACLOG, SACC

Bravo Command Group

PRC-138
CEOI-specified
FF ALE
1.6-30MHz
HF
3kHz
N/A
N/A
Network to Comms Path Interface Device
Adjacent Infantry Regt COC

Adjacent Infantry Regt FSCCs,

Bravo Command Group 

DASC, 

Division COC

Division FSCC, 

FO

FAC

Infantry Battalion COC

Infantry Battalion FSCC, 

MAGTF CE, 

     SACC/FFCC, 

     TADC/HDC, 

     LFOC/JIC/TACLOG

Naval Surface Fire Support Ship,

Regimental COC,

Regimental FSCC, 

UAV

EPLRS/PLRS
CEOI-specified
512 time slots/sec over 8 freqs
420-450MHz
UHF
512 time slots/sec over 8 freqs
N/A
N/A
Network to Comms Path Interface Device
Bravo Command Group 

MAGTF CE,

     LFOC/JIC/TACLOG, etc. 

(CEOI-specified for STOM ops, and SOA)












External Interface
Network Used
Transmission Type
Frequency
Spectrum
Bandwidth
Databases 

Used
Software 

Used
Critical Interfaces
External

Connectivity

Wireless LAN
Internal LAN
DSSS



N/A
N/A

AAAV(C) to AAAV(C)

Ethernet (BNC/ 

RJ-45)
Internal LAN
TCP-IP





Ethernet Tranceiver
Computers outside vehicle

Wireless Intercom
Intercom
RF (voice) (SINCGARS)
N/A
N/A
N/A
N/A
N/A
Intercom
Wireless Headsets

WD-1/WF-15
N/A
RF  (voice), Tactical Telephone, (secure phone)  
N/A
N/A
N/A
N/A
N/A
Network to Comms Path Interface Device
External radios and secure tactical telephones

RF
N/A
RF
N/A
N/A
N/A
N/A
N/A
Radios to Entry Panel
Antennas

Table 4-2.  AAAV(P) External Interfaces

External Interface
Network Used
Transmission Type
Frequency
Spectrum
Bandwidth
Databases 

Used
Software 

Used
Critical Interfaces
External

Connectivity

SINCGARS
CEOI-specified
FF, FH or SIP, AM/FM/FSK
30-88MHz
VHF
3kHz, 25kHz
N/A
N/A
Network to Comms Path Interface Device
81mm Mortar

AAAV(P)s

AAAV(C)—Battalion TE HQ

Artillery Battery FDC

Alpha/Bravo Command Group 

Close Air Support, 

Embarked Infantry

FO

FAC

Infantry Battalion COC

Infantry Battalion FSCC

LAV Platoon

Naval Surface Fire Support Ship

Tank Platoon/Company

AN/PSC-5
CEOI-specified
FF or HQ-II, AM/FM/FSK
225-400MHz
UHF LOS
25kHz
N/A
N/A
Network to Comms Path Interface Device
Close Air Support

FAC (A), UAV

External Interface
Network Used
Transmission Type
Frequency
Spectrum
Bandwidth
Databases 

Used
Software 

Used
Critical Interfaces
External

Connectivity












AN/PSC-5
CEOI-specified
non-DAMA, SBPSK
225-400MHz
UHF SAT-COM
25kHz
N/A
N/A
Network to Comms Path Interface Device
AAAV(C)—Battalion TE HQ 

Infantry Battalion COC

Infantry Battalion FSCC

AN/PSC-5
CEOI-specified
DAMA, FSK
225-400MHz
UHF SAT-COM
5kHz or 25kHz
N/A
N/A
Network to Comms Path Interface Device
AAAV(C)—Battalion TE HQ 

Infantry Battalion COC

Infantry Battalion FSCC

MAGTF CE , SACC/LFOC/JIC/TACLOG

PRC-138
CEOI-specified
FF ALE
1.6-30MHz
HF
3kHz
N/A
N/A
Network to Comms Path Interface Device
AAAV(C)—Battalion TE HQ

Infantry Battalion COC

Infantry Battalion FSCC

NGF Spotter 

Naval Surface Fire Support Ship

LF Command Ship

EPLRS/

PLRS
CEOI-specified
512 time slots/sec over 8 freqs
420-450MHz
UHF
512 time slots/sec over 8 freqs
N/A
N/A
Network to Comms Path Interface Device
Infantry Battalion COC

Infantry Battalion FSCC

Ships (KSQ-1 – PLI/Tracks)

Wireless Intercom
Intercom
Voice
N/A
N/A
N/A
N/A
N/A
Intercom
Wireless Headsets

Table 4-3.  AAAV(C) Hardware/RAM/OS

Hardware
RAM
Hard Disk Capacity
Clock Speed
RAM Growth
Expansion Growth
OS
Reasoning

Advanced Field Artillery Tactical Data System (AFATDS) “SERVER”
512 MB
9 GB
TBD
100% Growth
200% Growth
SUN Solaris 2.5.1 or currently fielded version
USMC Standard Software

Tactical Combat Operations

“SERVER”
200 MB
7 GB
TBD
100% Growth
200% Growth
HP UNIX 10.20 or currently fielded version
USMC Standard Software

Intelligence Analysis System“SERVER”
200 MB
5 GB
TBD
100% Growth
200% Growth
HP UNIX 10.20 or currently fielded version
USMC Standard Software

Command & Control Personal Computer (C2PC)

“CLIENT”
64 MB
2 GB
TBD
100% Growth
200% Growth
Windows 95/98/NT4.0
USMC Standard Software

Logistics Application (TBD)
TBD
TBD
TBD
100% Growth
200% Growth
TBD
TBD

Other application software (MS office, etc.) “CLIENT”
TBD
TBD
TBD
100% Growth
200% Growth
Windows 95/98/NT4.0
USMC Standard Software

Facsimile(s)
N/A
N/A
N/A
N/A
N/A
N/A
Environmental

Requirements

Printer(s)
TBD
N/A
N/A
TBD
N/A
N/A
Environmental

Requirements

Copier(s)
N/A
N/A
N/A
N/A
N/A
N/A
Environmental

Requirements

Scanner(s)
TBD
N/A
N/A
TBD
N/A
N/A
Environmental

Requirements

Hull Electronics Unit (HEU)
128MB


N/A
200MHz
100% Growth
200% Growth
VxWorks


Weapon Station Electronics Unit (WSEU)
64MB
N/A
200MHz
100% Growth
200% Growth
VxWorks


Turret Electronics Unit (TEU)
128MB
N/A
200MHz
100% Growth
200% Growth
VxWorks


CCS
128MB
TBD
Pentium
100% Growth
200% Growth
Solaris X.86


Table 4-4.  AAAV(P) Hardware/RAM/OS

Hardware
RAM
Hard Disk Capacity
Clock Speed
RAM Growth
Expansion Growth
OS
Reasoning

Hull Electronics Unit (HEU)
128MB



200MHz
100% Growth
200% Growth
VxWorks


Weapon Station Electronics Unit (WSEU)
64MB

200MHz
100% Growth
200% Growth
VxWorks


Turret Electronics Unit (TEU)
128MB

200MHz
100% Growth
200% Growth
VxWorks


Vehicle Command and Control Server (CCS)
128MB

Pentium-based
100% Growth
200% Growth
Solaris X.86


Table 4-5.  AAAV Data Interoperability/Connectivity

Data Type
How Used
New Requirements
IERs
MODEM
Classification Level
Type of Encryption

Messages over SINCGARS Radio
To send  and receive Messages
N/A
Same as any COC/FSCC
TCIM/SP TCIM used.  
SECRET or less
Embedded in radio (Vinson)

Messages over SATCOM Radio
To send and receive Messages
N/A
Same as any COC/FSCC
VIASAT Modem used.  Successor expected.
SECRET or less
Embedded in radio

TDN over SINCGARS and EPLRS
To send and receive Messages
N/A
Same as any COC/FSCC
TDN functionality will be at the Regiment and Battalions for the AAAV(C).  The AAAV(P)  will use SINCGARS for voice/data and EPLRS for data.
SECRET or less
Embedded in radio (SINCGARS = Vinson)

Messages over the AN/PRC-138
To send and receive Messages
N/A
Same as any COC/FSCC
HF modem not defined in the USMC.  Will use AN/PRC-138 version for the AAAV(C) until defined.
SECRET or less
KY-99A.  Embedded in radio in the future

4.2 C4I Support to Testing. 

The AAAV has an interoperability key performance parameter which requires the AAAV obtain Joint Compatibility, Interoperability, and Integration (CII) Certification recommended by the Joint Interoperability Test Command (JITC).  The AAAV C4ISR capabilities will be provided by the incorporation of USMC fielded C4ISR systems, providing interoperability of the AAAV in Marine Corps, Naval, and Joint operations.  The individual components of the AAAV C4ISR system(s) will be tested and certified for joint interoperability by the appropriate authorities prior to incorporation into the AAAV design.  Subsequent interoperability certification will be necessary only at the AAAV system (or platform) level.

AAAV testing will be conducted as identified in the AAAV Testing and Evaluation Master Plan (TEMP). Testing will occur in Woodbridge VA (use of non-operational mockup/ Systems Integration Lab facilities at the AAAV Technological Center), Aberdeen Proving Grounds, MD, Norfolk VA, Quantico VA, White Sands Missile Range, NM, Camp Pendleton CA, and at MCAGCC, Twentynine Palms, CA.  These testing sites have been identified for use to provide realistic test and evaluation environments for AAAV capabilities.  Communications accessibility/frequency allocation in support of operational testing, to include UHF DAMA satellite channel availability and sufficient VHF, HF and UHF LOS (both EPLRS and HAVEQUICK) frequencies will be tasked and finalized with the support of the base facilities/Navy amphibious group, i.e., resident commands’, Frequency Manager.  Additional support may be required in the area of simulation and stimulation systems to provide adequate loading of the C4I architecture and preclude the employment of actual units/C4I tactical nodes for the testing period.  This C4I preparation activity will take place well before the execution of the testing to ensure frequency availability to support the testing scenarios, e.g., OMFTS/STOM.  

4.2.1
AAAV Testing.  Developmental Testing (DT) and Operational Testing (OT) will be conducted to ensure the viability of the design and the operational effectiveness of the AAAV (P) and the AAAV(C).  This testing will include interoperability testing to validate the operational C4I capability present within both AAAV variants.  Interoperability testing will be conducted to ensure that the Interoperability Key Performance Parameters (KPPs), based upon the top-level Interoperability Exchange Requirements (IERs) specified in the AAAV ORD, are satisfied.  IERs are defined as those information exchanges that are external to the system.  For the AAA, all top-level IERs will be satisfied to the standards specified in the threshold (T) and objective (O) values.  The threshold interoperability KPP is the achievement of 100% of the top-level IERS designated critical.  The objective interoperability KPP is the achievement of 100% of the top-level IERs.  Testing will ensure that the interoperability capabilities specified are supportable through the use of the C4I equipment being provided in the AAAV variants.

Developmental Testing (DT) will allow an assessment of all vehicle design improvements (hardware and software) incorporated after the testing of the AAAV prototypes. Radios, encryption and data systems that have already been tested/certified will not require re-test or re-certification by JITC.  Testing will be performed on AAAV unique aspects, the integration of the previously tested systems, and the system in its entirety.  JITC will test AAAV interoperability KPPs and those IERs specified using the AAAV C4I equipment.   Based upon this interoperability activity during DT, JITC will forward its testing data/results to support system interoperability certification.  Liaison with JITC throughout the development process will ensure that the identified KPPs and IERs are fully tested and documented. The details of DT Joint Interoperability testing of AAAV(P) and AAAV(C) C3 systems with Joint C3 systems (Army, etc.) will be determined based upon developed JOA and JSA interoperability exchange requirements. Testing will be accomplished both with single vehicles and multiple vehicles operating in conjunction with each other in varied environmental conditions (subarctic, subtropic, etc.).  The use of multiple vehicles during testing will evaluate the ability of a unit leader to exercise situational awareness and command and control of subordinate vehicles. Interoperability testing planned will demonstrate that the AAAV(P) and AAAV(C) are interoperable, via the defined CCS digital message set and communications equipment, with :

· Other AAAV(P) and AAAV(C) units.

· Defined Marine Corps C2 systems (AFATDS, TCO, C2PC, IAS, etc.) on other Marine Corps mobile platforms

· Defined Marine Corps C2 systems (AFATDS, TCO, C2PC, IAS, etc.) in dismounted Marine Corps units/operation centers

· Defined USN C2 systems on naval amphibious ships/operations centers and naval surface fire support ships

Testing will also demonstrate that the AAAV(P) and AAAV(C) are interoperable, via specified communications equipment and an established network architecture, with :

· Other AAAV(P) and AAAV(C) units 

· Marine Corps mobile platforms (LAV, Tank, HMMWV, etc.)

· Marine Corps dismounted units/operation centers

· Marine Corps Aircraft

· Naval Amphibious ships/operations centers and naval surface fire support ships
During Operational Assessment activity and subsequent Operational Test activities, the Interoperability KPPs based upon the specified IERs, such as between P and C variants and other battlefield assets, will be demonstrated. The operational testing will also include the ability to maneuver and interoperate with other mechanized forces as part of the assault force in OMFTS STOM.  The operational testing will specifically include:

-
Communicate, via the defined message sets and the system architecture, with:

-
AAAV(C) CCS to AAAV(P) CCS

-
Defined Marine Corps C2 systems and other defined C2 systems – in mobile or fixed sites

-
Communicate, via specified system equipment and an established network architecture, with:

· Other AAAV(P)s and AAAV(C)s

· Marine Corps and other defined mobile units (LAV, Tank, HMMWV, etc.)

· Marine Corps and other defined dismounted units

· Marine Corps and other defined Aircraft

· Naval Amphibious ships/operations centers and naval surface fire support ships
Specifically, the AAAV(C) testing will assess the unique characteristics of the AAAV(C), primarily the ability of the battalion or regimental commander to command, control, and communicate with senior, subordinate, and adjacent units, and control supporting fires during OMFTS STOM operations. The events will also focus on the ability of the Commander’s staff to effectively function in performing staff command and control tasks, to include collaborative planning capability, in multiple operational environments. Further objectives include:

-
Demonstrate the ability of the workstation design, intercom functionality, communications capabilities, antenna design, man-machine interface solutions and human factors including ride quality to meet specification and operational requirements. 

· Demonstrate that technical maturity of the C4I Suite design to address on-the-move capabilities, co-site interference mitigation, and voice and data communications with other appropriate systems, to include interface and interoperability between system software applications and communications equipment as appropriate, emphasized with a notional operational loading. This will ensure capacity of the network and appropriate interfaces are in place.

· Demonstrate interoperability KPPs and specified IERs between P and C variants and other battlefield assets including the ability to maneuver with other mechanized forces as part of the assault force in OMFTS.

The AAAV(C) will demonstrate the interoperability KPPs to communicate over the applicable voice and/or data circuits with: amphibious ships; simulated and/or live supporting arms to
support, artillery, and naval surface fire support; and senior, subordinate, and adjacent units.  Operational realism will be sought by including NBC scenarios, and using a representative electronic warfare threat during testing.  Interoperability requirements will be demonstrated including the ability to maintain communications with necessary senior and adjacent units.

4.3
C4I Support to Training. 

The AAAV Vehicle Electronic systems will provide embedded training capability for the operation of the vehicle and a vehicle’s mission planning.  The necessary processors, memory, software and communication connectivity available in an AAAV will be sufficient to support Embedded Training (ET).  The AAAV(C) will support the same ET capability for the crew, minus the weapons system training, that is found on the AAAV(P).  In addition, the standard AAAV ET training must support the integration of training of the embarked staff of the AAAV(C) on the use of the unique MMI and network/communications set-up needed to support the use staff’s use of MAGTF C4I tactical software applications aboard the vehicle, i.e., AFATDS. 

Initial operator and maintenance training for Marine Corps Instructors and Key Personnel (IKP) and New Equipment Training (NET) for personnel assigned to units will be conducted. Training for AAAV Crewman (MOS 1833) will consist of formal entry (E-1 to E-3) and intermediate (E-5 to E-7) level courses conducted at a formal school. Formal school training for operators and maintenance personnel to support the AAAV will be conducted at the Assault Amphibian School, Marine Corps Base, Camp Pendleton. Training of Assault Amphibious Vehicle maintenance personnel (MOS 2141) and communications-electronic maintenance personnel (MOS 2841) will be conducted at the Assault Amphibian School and the Communications-Electronics School at Marine Corps Base, Twenty-nine Palms, CA, respectively.   Training for Infantry regimental/battalion staff personnel on the MAGTF C4I tactical software applications resident aboard the (C), will require the development of specific training to address unique AAAV (C) Man-Machine Interface (MMI) actions and mobile command post network/communications set-up.  Specific tactical software application training is the responsibility of the embarked infantry command.

4.3.1
Embedded Training.  The AAAV will incorporate a system specific ET capable of providing simulation to support crew sustainment type training in equipment operation, precision gunnery and navigation, and entire system operations in a full-mission rehearsal environment. The AAAV(C) will incorporate ET capable of providing simulation to support crew training in mobility, navigation, and communications equipment operation, and staff-level mission rehearsal using High Level Architecture (HLA) computer language.

4.3.2
Organic (On-Vehicle) Simulation.  Organic simulation capability will provide realistic simulation of operational scenarios, on-vehicle performance and associated entities in a High Level Architecture (HLA)-compliant network to support:  (1) full-crew training in scaleable scenarios up to platoon-level Mission Rehearsal and Precision Gunnery training; and, (2) embarked staff mission rehearsal training in scaleable scenarios while interconnected using the vehicle’s hardwire data ports with other MAGTF and shipboard simulation entities.  The organic ET system will be capable of providing realistic views of the simulated visual environment through the AAAV crew station displays and sighting/vision devices (e.g., Sights, Driver’s Viewer, etc.) to support interactive training.

ET will be capable of integrating: (1) three crew stations and the Troop Commander station in simulated AAAV(P) missions; and, (2) two crew stations and the staff workstations in simulated mission scenarios (AAAV(C)). ET processing resources will be capable of computing moving scenario areas of interest covering up to 900 km2 in scenarios.  These scenarios will consist of: (1) Up to twelve MAGTF vehicles/aircraft interconnected through HLA communications links for mission rehearsal using shared exercise databases; (2)  48 simultaneous moving combat vehicles including up to 12 manned MAGTF vehicles, plus Computer-Generated Forces (CGF) and Semi-Automated Forces (SAF) representing sea, air and land combat entities;  and, (3) 16 animations.  ET removable data storage provisions will accommodate simulation software and storage for CGF, SAF, environmental and terrain databases of at least 100 km x 100 km with 10 meter elevation resolution (3 meter resolution desirable) including representative simulation of the coastal ocean environment. AAAV(C) ET simulation models and its HLA communications will support representative communications terrain masking and attenuation effects in the synthetic theatre of war over the various radio frequency channels available to crew and embarked staff.  AAAV(C) ET will be capable of image generation for displaying virtual scenes in vision devices. 

4.3.3
Interactive Courseware (ICW).  ET will have an ICW capability that is functionally integrated with the vehicle’s Integrated Electronic Technical Manual (IETM) database.  ET will provide performance evaluation and training management data collection in the vehicle.

4.3.4
Interface with Appended ET.  Organic ET will be capable of articulating to appended components in a distributed processing environment supporting: image generation for vision blocks; enhanced instructor-operator functions; and support of an HLA-compliant mission simulation with other MAGTF units/simulation-based training systems.  Specific joint simulation/training system connectivity is yet to be determined, but through HLA-compliance those systems may be linked to for integrated training when defined.

5.
Potential C4I Support Shortfalls and Proposed Solutions. 

5.1.
Operational Employment Shortfalls.

The following operational shortfalls have been identified that have an effect on the operational interoperability and employment of the AAAV(P) and the AAAV(C) in a Joint Service environment:

5.1.1
JOA Shortfall:  A Joint Concept of Operations and Joint Operational Architecture (JOA) are not in place to provide a clear articulation of specific requirements for Joint Service interoperability.  This shortfall directly impacts the efficient design of a Joint Systems Architecture (JSA) that would address reporting of common tactical picture data and other essential C2 data (targeting, logistics, fire support, intelligence, etc.) under Joint Task Force (JTF) organizational structure.  The lack of a JOA contributes directly to the inability of the Marine Corp and the other Services to develop an operational architecture, and as a result, an accurate and efficient C4ISR architecture.  In addition, because there is no JOA clearly articulated there is then a lack of specific doctrinal definition for AAAV interoperability in an OMFTS force–to-Joint force operational structure.  Despite this lack of a JOA, the Services have acted to pursue their own responses.
The Services have created Service designed stovepipes, system dependent architectures to provide combat information in what each perceives to be a representative JOA.  Each Service’s specific system architecture, based upon its representative JOA, is not efficient, nor does it reflect JTA 3.0-directed interoperability standards.  As an interim resolution and bridge to interoperability, MCCDC and TRADOC have established a Memorandum of Agreement to formalize an interoperability requirement between the two Services primary Common Tactical Picture (CTP) systems, TCO (USMC) and MCS (USA).  This requirement-driven interoperability will be further expanded to ensure that interoperability is present between the Services’ intelligence C2 systems, IAS (USMC) and ASAS (USA).   The fire support system used by both Services is AFATDS, thereby eliminating fire support interoperability issues between the Services.  Common functional messages needed by both systems have been identified for inclusion in each system.  At a minimum, this TCO-MCS interface/interoperability will allow for the “horizontal exchange“ of CTP (Service-common data), friendly Position Location Information (PLI), known and suspected enemy locations, and graphical map overlays depicting information such as fire support coordination and tactical control measures.   This “gateway” link allows the CTP exchange to occur at command levels down to the regimental level, and potentially down to the battalion levels.  TCO will move this CTP data to the C2PC at the battalion level, and MCS will then move that data to the Force XXI Battle Command, Brigade and Below (FBCB2) system at the corresponding adjacent Army unit level.  There is no operational requirement identified that specifies a direct interoperable link between the AAAV (onboard MAGTF C2 system) and any Army vehicle assets (FBCB2).

The MOA effort described above has the capability to meet perceived joint operational data flows.  Since there is no JOA, assumptions can only be made by the Services and DoD organizations when discussing required operational interoperability links between units, i.e. AAAV - MAGTF C2 systems and M2A3 – FBCB2.  Rapid and efficient dissemination of operational data is needed on the battlefield.  As such, the development of a Joint Concept of Operations and parallel JOA is needed.  Efforts to move in this direction have been reportedly chartered through the Multi-Service C2 Flag Officer Steering Committee.  This chartered group, the Operational Working Group, is reportedly tasked to address this issue.  In order for an efficient JSA to be constructed, a JOA is required that can address specific Service links required to meet the JOA.  From this, a JSA can be put in place and the JTA 3.0 can be specifically applied to addressing those non-conformal areas that are Service specific, i.e., the implementation of VMF messaging, vice Service/system unique messaging. 

Proposed Solution:   The lack of a Joint Concept of Operations and JOA baseline must be addressed expeditiously to allow for an effective JSA design and development that will target specific interoperability and connectivity needed between Services.  These actions may be resolved through direction/adoption of specific JTA 3.0 direction or through the Common Message Processor (CMP) by all of the Services.  The CMP provides a common standardized message reference and will allow for systems to have direct connectivity at the application level, thus allowing for seamless transfer of CTP data between naval and ground forces.  Recommend that OASD C3I adjudicate with the assistance of USJFCOM and assign an appropriate action agency.

5.1.2
Naval Surface Fires Command, Control and Coordination (NSFC3) Shortfall:  A synchronized development/acquisition and deployment of naval surface fires command, control and coordination systems in support of initial OMFTS STOM concept development and Marine Corps littoral warfare operations is needed.  This deployment of systems is needed for both the surface combatants and the amphibious surface force, primarily the Supporting Arms Coordination Center.  As noted in this document, the AAAV(P) and the AAAV(C) in the prosecution of STOM, and later SOA, will require digital and automated connectivity with naval fire support C2 systems to ensure rapid and effective dissemination and processing of fire support requests in support of the littoral maneuver forces.

Proposed Solution:  Ensure the expeditious development and synchronized fielding of naval fire support command, control and coordination systems with the deployment of MAGTF forces/amphibious ready groups that will employ MAGTF C4ISR mobile command post platforms (AAVC7, LAVC2, MAGTF OC, and the AAAV(P) and AAAV(C)).  Further, ensure the compatibility, interoperability, and functional synergy of these systems with the MAGTF fire support command, control and coordination system, AFATDS, that will be employed within these mobile command post platforms.  Recommend that N853, N86, N61 and MCCDC be involved in the resolution of this shortfall.

5.1.3
CID Shortfall:  The Marine Corps has not supported the development/acquisition of a vehicle combat identification (CID) system.  The Marine Corps has not selected a fundable or programmatically supportable course of action, and as a result, the requirement remains unfilled.  The AAAV ORD identifies a threshold requirement for the integration of the Marine Corps’ fielded CID system(s).  Other Service CID systems have been investigated and concerns have been raised as to compatibility, interoperability and supportability for Marine Corps vehicles.

Proposed Solution:  Quickly determine effective potential programmatic courses of action in resolving the CID issue. Ensure that a compatible, interoperable and supportable CID system solution for the Marine Corps is identified and sufficiently funded.  Finally, ensure expeditious integration of the selected CID system in the AAAV, and other identified mobile platforms.  Recommend that MCCDC and MCSC collaboratively address this shortfall.

5.1.4
Communication Shortfall:  Currently the Marine Corps’ transmission capability at the Battalion and Regimental levels are specifically pre-allocated/stove-piped to functional areas, and as such, to individual applications or classes of traffic. This results in inefficient use of available bandwidth during inevitable idle periods. 

Proposed Solution:   Implement the objective Marine Corps objective C4ISR architecture/equipment.  This architecture will provide, through the fielding of a communication capability that statistically multiplexes and packetizes voice/data traffic ensuring more efficient use of shared links.  An important aspect of the MAGTF C4ISR architecture is that all classes and classifications of traffic share the same network backbone.  Voice, video, and data share the same switching and transmission systems, regardless of their level of classification (e.g. secret or unclassified).  Recommend that MCCDC and MCSC collaboratively address this shortfall, with consideration of interface and interoperability within the Joint communications topology at organizational interfaces, Regimental units and below, i.e., battalion, company, etc.

5.2.  Testing Support Shortfalls.

The AAAV Development Test (DT) and Operational Test (OT) infrastructure planned is extensive, as outlined in paragraph 4.2.  The testing structure must support interoperability testing to demonstrate the AAAV(P) and (C) command, control, and communications (C3) capabilities are compatible with and capable of interoperating and interfacing within the Marine Corps C4I architecture.  In the testing to be conducted pre-MS III, the focus of the testing effort must:

· Evaluate communications interoperability, and effectiveness of command and control by the embarked troop commander, and the effectiveness of the C4I Suite in its support of an embarked staff and commander.

· Identify user-originated recommendations for improving the system design.

· Assess system adequacy relative to the Concept of Employment.

· Provide information on command and control capabilities in support of Ship-To-Objective-Maneuver (STOM). 

· Identify needed improvements in procedures, instrumentation, and resources for future Development and Operational Tests

· Identify platform capabilities in relation to the integration of the communications, e.g., EMI, EMP, Electro-mechanical interfaces.

· Identify capabilities related to safety, environmental and man-machine interfaces.

All required testing and testing support, such as telemetry/satellite usage to substantiate SATCOM capabilities and simulation/stimulation tools for testing, have been identified and planned for during testing.  This information is outlined in the AAAV Test and Evaluation Master Plan (TEMP).  No testing shortfalls have been identified to date, and no unplanned additional C4I infrastructure requirements to support testing activities are anticipated.

5.3.  Training Support Shortfalls.

General training requirements for the AAAV crew and maintenance personnel is understood and no support shortfall is anticipated.  Specific training of the MAGTF C4I software applications that support the embarked troop commander (AAAV(P), the embarked infantry battalion or regimental commander and selected staff (AAAV(C)), is focused on MAGTF tactical software application functionality/capability available.  This training will be a standard MAGTF C2 CP training program developed by the Marine Corps.  The AAAV(C) CP training will focus specifically on the operator’s MMI functions required to access, power-up and use the identified MAGTF C4I systems applications resident in the AAAV(C).  There will also be a specific training package developed for the training of the S-6 (communications/network system administrator) in the specific requirements of establishing the communications and network parameters for the AAAV(C) to operate in the MAGTF C2 operational architecture.  As such, no training shortfalls have been identified to date, and no unplanned additional C4I infrastructure requirements to support training activities are anticipated.
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